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CONTACT US

Document Comments:
We value your feedback on this document.

How are we doing? The Communications & Documentation Team of the electronic Research
Administration (eRA) is dedicated to serving our community and welcomes your feedback to assist
us in improving our user guides. Please send comments about the user guide to this

address: eRA Communications@mail.nih.gov.

Troubleshooting support:

Please contact the eRA Help Desk:
Toll-free: 1-866-504-9552
Phone: 301-402-7469
TTY:301-451-5939

Web:http://grants.nih.gov/support (Preferred method of contact for external users)

Web:https://inside.era.nih.gov/eRA helpdesk.ctfim (Preferred method of contact for internal users)

Email:commons@od.nih.gov (for Commons Support)

Email:helpdesk@od.nih.gov (for IMPAC II Support)

Hours: Mon-Fri, 7:00 a.m. to 8:00 p.m. Eastern Time

DISCLAIMER STATEMENT

No data shown in illustrations represents any real account, project, or individual. Any resemblance
to actual accounts, projects, or individuals is purely coincidental.
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1 Overview

The Account Management System (AMS) facilitates user and system account administration based
on assigned user roles. The system provides the ability to search existing accounts. When a search
is performed, all records that meet the search criteria are returned on the Search Accounts screen.

Authorized users can:

o Create new user or system account(s) with an associated password.
o The Username and password must comply with Standard eRA policy guidelines.

o All temporary passwords are system generated.

o Manage an existing user or system account

Manage role(s) on the user or system account

« Affiliate an account with an Organization, Agency, or Institute/Center (IC)

Reset passwords on existing accounts (external users only)

o NOTE: All passwords are system generated.

1.1 Agency Management Staff

Agencies, IC Coordinators, and the eRA Service Desk have the ability to search, create, maintain,
and view user and system accounts for their Agency or IC. For IC Coordinators there is also the
ability to assign Initial Review Group (IRG) clusters to an account.

1.2 Commons Management Staff

Once the institutional account is created, the Signing Official (SO) at each grantee organization is
able to establish additional user accounts with various levels of access and capability. The SO or
Accounts Administrator (AA) may then create additional accounts for the administrative and
scientific staff.

SOs only can also view, create, and maintain system accounts.

1.3 iEdison Management Staff

The external iEdison management staff have the ability to search, create, maintain, and view user
and system accounts for their organization. The iEdison Agency and ERL staff have the ability to
search, create, maintain, and view user accounts only for their organization.

1.4 State Department Staff

The State Department staff have the ability to search, create, maintain, and view user accounts
only.
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2 Accessing AMS

2.1 Agency Management Staff

2.1.0.1 External Agency Management Staff

The Account Management System (AMS) is access via the eRA extranet.

1. To access the AMS Login screen click here.

The Commons Login screen is displayed.

A Commons

A program of the National Institutes of Heafth

BE—-

Commons Login 9

“Requared field(s)

“Username

_'PJSEWI'U

Reset

[For Extarnal Uss

[For External Users)
Eorgel Pazswordnlock Account?

Federated Institutions/Organizations @

.’Selecl v Sign in ]

Faderal User Login Hare
eRA Service Desk

Hours: Mon-Fri, TAM-8FU EDTEST
Wb hiipciarants oih

Toll-dree: 865-508-9552

Phone: 31-402-7469

Contact nliated oulside of Busnass hiws vid Web of voe
i wil be retursed the neat Business day.

Welcome to the Commons

i) Sysiem Noidification Message
A SYS18MS are currently avaiable.

Schediiled Commans Mainlenanos: For maintenancs infaemation, see the gRA Schediled Maintenands Calendar

Support Related Resources

-

Eloctronic Submission: Leam about e most iequent application errors af Avoiding Common Erors
Electronic Application Submission: To beam about completing and submiling an eledinnic grant application
and aoceas helphil regolrces, Wsi Me ADRng EleCiromicylly walsas

sRA Home Page: Tofind Commons EAGS. Lser Guiges. training matenals, and step-oy-step instructions for
perferming tasks in Commans, visit the sRA websits

Commons Related Resources

« Reference Letiers: To submil a reference leber when requested by an appécand, please follow Whis Bnk Submif

Baderance Latter
+ Demo Facility: Damd Facility allows you to try most of the capabilities of e HIH #RA Commans in a sample
Emaronment

Privacy Act SLAIGFTMERT

This is a U8, Government computer system, which may be accessed and used only for authonzed Govemment
busingss By authoniid personnal. Unauthonzed 4cciss of use of This computir Syatem may subjectviclatons 1o
eximinal, chil, 30397 adminisratve acion. LIS e of thi $RA Commons websile régquires Jathening perssnal
infosrnation as part of the NEH grand proposal submission and administration proecess. Grant proposals are reated
as confidential unbl awards are made. Upon award, fe Be, principal investigater name(s), abstracts, and award
amount ang dislosed publicy, Cther informason may bé made Fvailabhe within and outsice the NIH Birough routing
uses, a3 described in SORMN 09-25-0025, of, subject 10 the provisions of e Freedom of Information Act 5 ULSC. 552
Your actiity while using this s#e is nol anonymous: 1o prolect the sife, MIH racks the IP address and login
information that ks wsed for access, 35 well as e al page visit The IP address is used 1o help ve
416 previde infarmation $pecific 16 the us Hiresl andor 1 FeSpond 16 USer quenes, A mane delai
is provided Here,

About the Commaons

« Fraguenty Asked Questions

+ Lalesi Release Notes

Additional Links

+ BEPORT

+ Grants gov

- J-: 'd} N

» Hational Insthales of Hgalth
+ Puslic Aceess Policy Page
- il m P m
- TR gk L1,

Figure 1: Commons Login Screen

1. Enter your Username and Password.
2. Click the Login button.

After successfully logging into the AMS, the system displays Search Accounts screen.
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& "
,ﬁ;‘:_ U.5 Departmant of Haalth & Human Services Maticnal Insttutes of Health @ Office of Extramural Research & Jim Shorts ~ @ Help % ContactUs & Log

A Electronic Research Administration
A program of the National Insbfufes of Health

AMS

Manage Accounts

Search Accounts @

@ Search Critenia

NOTE! You must entér al east one search fiekd, besides User Type and Account Stalus

User Type Account Status User ID
COmmons w| All w|

Last Name First Name Middle Name

Organization 1D Organization Name

Email Roles @

O Back 1010

Figure 2: Search Accounts Screen for External Agency Users

For more information on performing a search, please see the Search Account topic.

2.1.0.2 Internal Agency Management Staff
The Account Management System (AMS) is access via the eRA Intranet.

1. Locate the Account Management System (AMS) on the Home screen under the heading
Modules, User Guides & Documentation.

Click the + sign below the AMS name to expand the menu.
3. Click on the Quick Launch hyperlink.

When the Quick Launch hyperlink is clicked, the NIH Login screen is displayed.
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Login

Ins eet your PIV card indo your smar card reader
m before attempling ta login
Uses Name
Far more informason visit MApcismancand.nih.eoe
==
-

faming Nobice

[This is 3 U5 Government compuler system, which may be accessed and used only for authorized Government business by authorized personnel
Lnauthorized access of use of Mis computer system may subject viclaters 1o criminal, chl, andior adminisirative action

(4 infoernation on this computer system may be infercepled, recorded, read, copled, and disclosed by and b authonzed personnal for official
purpases. induding criminal imvestigations. Such infermation induces $ensitve data encrypled to comply with confidenSiality and privacy
equirements. Access or use of this compuier system by any person, whether aulhorized or unauthorized, constitules consent to these lerms
There i5 i gt of privacy in this system

If you need assistance - Flease call the NIH IT Service Desk 301-496-4357 (6-HELP); 565-319-4357 (toll-free) or Submit a Servics Desk Tecket

Conter flor
Information
Technology

Figure 3: NIH Login Screen

4. Complete the Login process.
a. Enter in your NIH User Name: (ID) and Password: OR ...

b. Use your Smart Card and enter your Personal Identification Number (PIN) number.

5. Click the Log in button.

After successfully logging into the AMS, the system displays Search Accounts screen.
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£ 3. Department of Health & Human Services National Institutes of Health @ # of Extramural Research & Mathew- @ Help W ContaciUs ¢ Logegd
N
90J.W) Electronic Research Administration m
A program of the National Institutes of Health

AMS

Manage Accounts  Manage IRG Clusiers  Maintain Profiles

Search Accounts @

Q. Search Criteria -]

( ] Search within my organization )

NOTE! You musi emer at leas! one search field, besides User Type and Account Status

User Type Account Status User D
Agency | Al ~l

Last Name First Name Middie Name

Email Secondary Ong Text

© Back to top

Figure 4: Search Accounts Screen for Internal Agency Users

For more information on performing a search, please see the Search Account topic.

For more information on managing IRG Clusters, please see the Manage IRG Clusters topic.

2.2 Commons Management Staff

After logging into Commons, AMS is accessed from the Admin --> Accounts --> Account
Management sub-menu tab.

spartment of Health & Human Services 3 wwow hhs.gov

Weltome: James Bond
CLEDHDY
[ A Commons ) ) A ’ §
- A program of the National insbtufes of Health ;;}m:m;ouhh‘t RSV OF CALFORNA LOS ANGELES

Logoul | Contact Us | Helo

Accounts

Account Manage

Account Administration

The Account Administraton sub-menu allows users 0 perorm accounts maintenance according o e prvileges. SuD-menus are wsible 1o Mose users with appropnate prvileges.

Figure 5: Commons Menu Tabs

When the Account Management tab is clicked, the system displays the Search Accounts screen
(default screen) .

Accessing AMS 5 May 5, 2016



Account Management System (AMS)

ri_’!. LS, Department of Health & Human Sefvices MNational institutes of Healh @ Office of Extramural Research & Song~ @ Help L. ContactUs e Legegd,

~
DA Electronic Research Administration
A program of the National instifuies of Hoalth

Manage Accounts  Change Passwornd

Search Accounts @

Q, Search Criteria [-]

([ search within my organization )

NOTE! You must enter at least one search field, besices User Type and Accoum Status

User Type Account Status User D
Commons v Al hd

Last Name First Name Middle Hame

Emaii Roles €

& Back to fop

Figure 6: Search Accounts Screen for External Commons Users

For more information on performing a search, please see the Search Account topic.

2.3 iEdison Management Staff

AMS can be accessed via the iEdison Main Menu or the ERL Main Menu screen.

NOTE: It is best to search for an account first to verify that it exists before attempting to create a
new account. AMS can also be accessed via the Create an iEdison Account hyperlink.

External and Agency iEdison Users
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Figure 7: iEdison Main Menu Screen for External and Agency Users

iEdison ERL Users
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" Menu .- Logout
r -

iEdison.gov
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Grants/'Contracts Management Specialist

Edison Report-Lite Menu
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-
o Grantee/Contractor Name Report

Modify Your Account Information

« Change Your Password

Account Administration

. I
(. Search for an iEdison Account to Modify )

E-mail the NIH administrator IEDISON-4000

Figure 8: iEdison Main Menu Screen for ERL Users
1. Click the Search for an iEdison Account to Modify hyperlink on the Main Menu screen.

When the Search for an iEdison Account to Modify hyperlink is clicked, a pop-up screen
displays.

o L e

o This link will take you to the eRA Account Management System to n
WY manage accounts,

Figure 9: Accessing AMS Pop-up Screen

When the OK button is clicked, the Search Accounts screen displays.

External iEdison Users
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Figure 10: Search Accounts Screen for External and Agency iEdison Users

iEdison Agency and ERL Users
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Figure 11: Search Accounts Screen for iEdison ERL Users

For more information on performing a search, please refer to the Search Account topic.

2.4 State Department Staff

1. To access AMS click here.

The system navigates to the Commons Login screen.
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Figure 12: Login Screen for State Department Users

2. Enter your User Name and Password.
3. Click the Login button.

Upon successful log in the default Search Accounts screen displays.

NOTE: The only User Type is State.

Accessing AMS

11

May 5, 2016



Account Management System (AMS)

ppartment of Health £ Human Services

[ Haticnal instiutes of Heatth @ ofico of Extramural Research

& JimZhots ~ @ Help L Contactls & Logoyl
g

iy,
) A Electronic Research Administration Ly
A prograim of the National institufes of Health

AMS

Manage Accounts Change Password

Search Accounts @

@ Search Critena

GSHII‘I‘."I ‘within my organizatien

NOTE! You must enter at least one search fiekd, besides User Type and Account Stalus.

ser Type Account Status User ID
State (vl Al ~|

Last Name

First Name Middle Name

Emiail

Roles @

O Back o tog

Figure 13: Search Accounts Screen for State Department Users

For more information on performing a search, please refer to the Search Account topic.
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3 User Roles

The following users have the ability to search accounts, create accounts, manage accounts and
grant or remove roles for user and system accounts:

3.1 Agency iEdison Management Staff

« 1Edison Agency Administrator
o IDO Administrator

o NIH Accounts Administrator
o PO Administrator

e GMS/CMS Administrator

3.2 Agency Management Staff

o Agency Staff
o eRA Service Desk Administrators
« Institute/Center (IC) Coordinators

3.3 Commons Management Staff

o Accounts Administrator (AA)
o Administrative Official (AO)
« Business Official (BO)

« Signing Official (SO)

3.4 iEdison Management Staff
o Extramural Technology Transfer Office Administrator (Extramural TTO Admin)

3.5 State Department

o FACTS State Department Clearance Manager (FACTS SDC MGR role)
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4 Search Account

4.1 User Accounts

The Search Accounts screen provides users the ability to search for existing user and system
account(s) within or outside of the logged in user's organization or institution.

There are various account statuses:

o Active - A working user account with a role (s) for the appropriate system exists with a user
profile.

e Pending - An Agency or Commons account owner that has not validated the account
request or Data Quality needs to approve the account request

o Pending Affiliation - An active account not associated with an institution, organization, or a

country

o Profile Only - The user profile is not associated with a Commons account

To search for an account, please refer to one of the following topics:

o Search for Agency User Accounts

o Search for Commons User Accounts

¢ Search for iEdison User Accounts

o Search for State Department User Accounts

4.2 System Accounts

Searching for system accounts can be performed by Commons, Agency, and external iEdison
users. For more information on searching for system accounts, please click the appropriate
hyperlink.

o Search for System Accounts

For information on obtaining and registering a certificate from a Certificate Provider or Authority,
please refer to one of the following sections in the Web Services Certificate (S2S) Guide:

o Section 2.4.1 for Agency users
¢ Section 2.4.2 for iEdison users

¢ Section 2.4.3 for Commons users

4.3 Search for User Accounts
4.3.1 Search for Agency or iEdison Agency/ERL User Accounts

The Search Accounts screen provides the ability to search for existing user and system account(s).
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Figure 14: Search Accounts Screen for Agency Users

NOTE: You must enter at least one search field, besides the User Type and Account Status.
Wild card characters such as the percent sign (%) can be used to search for a string of characters.

1. Enter the appropriate search criteria in at least one of the other search fields.
2. Perform one of the following options:
a. Click the Search button to execute the search.
1. Please refer to the Agency and iEdison Agency/ERL User Account Search
Results topic.

b. Click the Clear button to clear the search criteria.

If a user has appropriate privileges to work with system accounts and the User Type selected is
System, then the Search within my organization check box is automatically checked. For more
information please refer to the Search for System Accounts topic.

For information on Search Account error messages, please refer to the Error Messages topic.

4.3.1.1 Agency and iEdison Agency/ERL User Account Search Results

When the Search button is clicked, the system displays appropriate accounts in the Search
Results located below the Search Criteria section on the Search Accounts screen. The search
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results are sorted alphabetically first by last name, first name in the Name field and then by
Account Status.

NOTE: The Create New Account button does not display until a search is performed.

The following columns appear in the search results:

User ID
Name - last name, first name
eRA User ID - IMPAC II user ID
Email
Account Status
o Active - The View button displays and the Manage button displays for the appropriate
record per the logged in user's IC in the Action column.
o Pending Affiliation - The View button displays and the Manage button displays for
the appropriate record per the logged in user's IC in the Action column.
o Profile Only - The Create button displays in the Action column.
Organization
Secondary Org Text

Action - Option buttons are Manage, View, and Create.
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Figure 15: Search Accounts Screen Displaying Search Results

Perform one or more of the following steps :

1. To view the Search Criteria, click anywhere in the Search Criteria bar.
2. To filter the search results, enter the appropriate value in the Filter: text box and hit the

<Enter> key.
a. For example, to view all users with the Secondary Org Text of DCCPS, type DCCPS

in the Filter: text box.

NOTE: The default number of records per page is 10.

3. To change the number of records per page, select the appropriate number in the Show per
page column.

4. To navigate between pages, perform one of the following options:
a. Click the appropriate Page Number button.

b. Click the right double arrows button to go to the end of the list.
c. Click the left double arrows button to go to the beginning of the list.
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5. To sort the search results, click the click the appropriate column heading name's down
arrow (ascending sort) or the up arrow (descending sort). The default sort is by Name
(Last Name, First Name).

6. To view the Person Administration screen, select the appropriate name hyperlink in the

Name column.
a. For more information, please see the Person Administration topic in the Person Search

online help.

7. To perform one of the options in the Action column, please refer to the Actions Options

topic.
8. To create a new account and profile click the Create New Account button at the bottom of

the screen.
a. Please refer to the Create Account topic.

9. To return to the top of the screen, click the Back to top hyperlink.

For information on Search Account error messages, please refer to the Error Messages topic.

4.3.2 Search for Commons User Accounts

The Search Accounts screen for Commons users provides the ability to search for existing user and
system account(s).

A U, Department of Health & Human Services BB restionat institutes of Healn @ omice of Extramural Research & Song~ @ Help L ContaciUs & Logod
@ Electronic Research Administration .y
A program of the National Instifides of Health
AMS
Manage Accouns Change Password
Search Accounts @
Q Search Criteria (-]
([ search within my organization )
NOTE! You must enter at least one search field, besides User Type and Account Slatus
User Type Account Status User D
Commons v: Al ol |
Last Name First Name Middie Name
Emaii Roles &
@ Back to top
Figure 16: Search Accounts Screen for External Users
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NOTE: You must enter at least one search field, besides the User Type and Account Status.
Wild card characters such as the percent sign (%) can be used to search for a string of characters.

1. Enter the appropriate search criteria in at least one of the other search fields.

2. If appropriate, select the appropriate Role.
a. To select multiple roles, hold the <CtrI> key and highlight the appropriate roles.

NOTE: When you search by roles, you can only search within your organization. You can select
multiple roles, but the default search is for all roles appropriate to the logged in user's account role.

3. Perform one of the following options:
a. Click the Search button to execute the search.
1. Please refer to the Commons User Account Search Results topic.

b. Click the Clear button to clear the search criteria.

If a user has appropriate privileges to work with system accounts and the User Type selected is
System, then the Search within my organization check box is automatically checked. For more
information please refer to the Search for System Accounts topic.

For information on Search Account error messages, please refer to the Error Messages topic.

4.3.2.1 Commons User Account Search Results

When the Search button is clicked, the system displays appropriate user accounts in the Search
Results located below the Search Criteria section on the Search Accounts screen. The search
results are sorted alphabetically first by last name, first name in the Name field and then by
Account Status.

NOTE: The Create New Account button does not display until a search is performed.

The following columns appear in the search results:

e User ID
o Name - last name, first name
o Email

e Account Status -
o Active - The Manage button displays in the Action column.

o Pending - The Resend Email button displays in the Action column.
o Pending Affiliation - The Manage button displays in the Action column.
o Profile Only - The Create button displays in the Action column.
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¢ Roles & Affiliations

o Action - The Action buttons are Manage, Resend Email, and Create.

NOTE: The Resend Email button is for Commons and external iEdison users only.
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Figure 17: Search Accounts Screen Displaying Search Results

Perform one or more of the following steps :

1. To view the Search Criteria, click anywhere in the Search Criteria bar.
2. To filter the search results, enter the appropriate value in the Filter: text box and hit the
<Enter> key.
a. For example, to view all users with the Internet Assisted Review (IAR) role, type IAR
in the Filter: text box.

NOTE: The default number of records per page is 10.
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10.

. To change the number of records per page, select the appropriate number in the Show per

page column.
To navigate between pages, perform one of the following options:
a. Click the appropriate Page Number button.
b. Click the right double arrows button to go to the end of the list.
c. Click the left double arrows button to go to the beginning of the list.

To sort the search results, click the click the appropriate column heading name's down
arrow (ascending sort) or the up arrow (descending sort). The default sort is by Name
(Last Name, First Name).

To view the NIH Support View screen, select the appropriate name hyperlink in the Name

column.
a. For more information, please see the NIH Support View topic.

. If displayed, click the Read More hyperlink in the Roles and Affiliations column to view a

Principal Investigator's (PI) multiple affiliations.
To perform one of the options in the Action column, please refer to the Actions Options
topic.

To create a new account and profile click the Create New Account button at the bottom of
the screen.
a. Please refer to the Create Commons and iEdison User Accounts topic.

To return to the top of the screen, click the Back to top hyperlink.

For information on Search Account error messages, please refer to the Error Messages topic.

4.3.3 Search for iEdison User Accounts

The Search Accounts screen for iEdison users (external, Agency, and iEdison Report Lite (ERL))
provides the ability to search for existing user and system account(s).

NOTE: For all iEdison users the Search within my organization check box is automatically
checked.

External iEdison User

Here is the Search Accounts screen for iEdison external users.

NOTE: For external iEdison users the User Type is Commons.
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Figure 18: Search Accounts Screen for iEdison External Users
Agency and ERL iEdison User

Here is the Search Accounts screen for iEdison Agency/ERL users.

NOTE: For Agency/ERL users the User Type is Agency.
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Figure 19: Search Accounts Screen for iEdison Agency/ERL Users

NOTE: You must enter at least one search field, besides the User Type and Account Status.
Wild card characters such as the percent sign (%) can be used to search for a string of characters.

1. Enter the appropriate search criteria in at least one of the other search fields.

2. If appropriate, select the appropriate Role.
a. To select multiple roles, hold the <Ctrl> key and highlight the appropriate roles.

NOTE: When you search by roles, you can only search within your organization. You can select
multiple roles, but the default search is for all roles appropriate to the logged in user's account role.

3. Perform one of the following options:
a. Click the Search button to execute the search.
i. Please refer to the Search Results for iEdison User Accounts topic or Agency
and iEdison Agency/ERL User Account Search Results

b. Click the Clear button to clear the search criteria.

If an external iEdison user has appropriate privileges to work with system accounts and the User
Type selected is System , then the Search within my organization check box is automatically
checked. For more information please refer to the Search for System Accounts topic.

For information on Search Account error messages, please refer to the Error Messages topic.
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4.3.3.1 External iEdison User Account Search Results

When the Search button is clicked, the system displays appropriate user accounts in the Search
Results located below the Search Criteria section on the Search Accounts screen. The search
results are sorted alphabetically first by last name, first name in the Name field and then by
Account Status.

NOTE: The Create New Account button does not display until a search is performed.

The following columns appear in the search results:

User ID
Name - last name, first name
Email

Account Status -
o Active - The Manage button displays in the Action column.

o Pending - The Resend Email button displays in the Action column.

o Pending Affiliation - The Manage button displays in the Action column.

o Profile Only - The Create button displays in the Action column.

Roles & Affiliations
Action - The Action button is Manage.
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Figure 20: Search Accounts Screen Displaying External iEdison Search Results

Perform one or more of the following steps :

1. To view the Search Criteria, click anywhere in the Search Criteria bar.
2. To filter the search results, enter the appropriate value in the Filter: text box and hit the
<Enter> key.
a. For example, to view all users with the Extramural TTO User role, type 770 user in
the Filter: text box.

NOTE: The default number of records per page is 10.

3. To change the number of records per page, select the appropriate number in the Show per
page column.
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4.

10.

To navigate between pages, perform one of the following options:
a. Click the appropriate Page Number button.
b. Click the right double arrows button to go to the end of the list.
c. Click the left double arrows button to go to the beginning of the list.

To sort the search results, click the click the appropriate column heading name's down
arrow (ascending sort) or the up arrow (descending sort). The default sort is by Name
(Last Name, First Name).
To view the NIH Support View screen, select the appropriate name hyperlink in the Name
column.

a. For more information, please see the NIH Support View topic.

If displayed, click the Read More hyperlink in the Roles and Affiliations column to view a
users' multiple affiliations.

. To perform one of the options in the Action column, please refer to the Actions Options

topic.
To create a new account and profile click the Create New Account button at the bottom of
the screen. Please refer to the Create Commons or external iEdison User Accounts topic.

To return to the top of the screen, click the Back to top hyperlink.

For information on Search Account error messages, please refer to the Error Messages topic

4.3.4 Search for State Department User Accounts

The Search Accounts screen for State Department users provides the ability to search for existing
user accounts.

NOTE: For State Department users the Search within my organization check box is
automatically checked and the only User Type is State.
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Figure 21: Search Accounts Screen for State Department Users

NOTE: You must enter at least one search field, besides the User Type and Account Status.
Wild card characters such as the percent sign (%) can be used to search for a string of characters.

1. Enter the appropriate search criteria in at least one of the other search fields.
2. Perform one of the following options:
a. Click the Search button to execute the search.
1. Please refer to the State Department User Account Search Results topic.

b. Click the Clear button to clear the search criteria.

For information on Search Account error messages, please refer to the Error Messages topic.

4.3.4.1 State Department User Account Search Results

When the Search button is clicked, the system displays appropriate user accounts in the Search
Results located below the Search Criteria section on the Search Accounts screen. The search

results are sorted alphabetically first by last name, first name in the Name field and then by
Account Status.

NOTE: The Create New Account button does not display until a search is performed.

The following columns appear in the search results:
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o User ID
o Name - last name, first name
o Email

e Account Status -
o Active - The Manage button displays in the Action column.

o Pending Affiliation - The Manage button displays in the Action column.
o Roles & Affiliations - FACTS SDC MGR ROLE only

o Action - The Action buttons are Create and Manage.

AMS

Manage Accounts

Search Accounts @

@ Search Criteria

Search Results

Showing 1 - 10 of total 13

60?\. il - - - U
fevon

User ID + Mame “  Email * Account Status “ Roles & Affillations B
SHAHNEK Shah, Milesh eRATest@mail nih.gov Active FACTS_SDC_MGR_ROLE | Manage
- India
SHEAL Shea, James eRATesig@mail nih.gov Active FACTS_SDC_MGR_ROLE [Manage |
=)
Burma
SHROTSANN Shorts, Ann ERATest@mail nihgov Active FACTS_SDC_MGR_ROLE | Meanage
- Turkey
SHORTSBILL Shorts, Bill eRATestE@mall nih.gov Active FACTS SDC_MGR_ROLE [Manage |
=)
Bahamas
SHORTSEARL Shorts, Earl eRATest@mail nih gov Active FACTS_SDC_MGR_ROLE [Manage
- Jamaica
SHORTSEDITH Shorts, Edith eRATesi@mail nih gov Active FACTS SDC_MGR_ROLE [ hianage ]
New Zealand
SHORTSED Shorts, Edward eRATest@mail nih.gov Active FACTS_SDC_MGR_ROLE |_ Manage |
- Irelamnd
SHORTSJIM Shorts, Jim eRATesi@mail nih.gov Active FACTS_SDC_MGR_ROLE [Manage |
Aruba
SHORTSMARIANNE Shorts, Marianne eRATest@mail nih.gov Active FACTS_SDC_MGR_ROLE |_ Manage |
- Slovenia
SHORTSMARY Shorts, Mary eRATesi@mail nih.gov Active FACTS SDC_MGR_ROLE [Manage |
Cosla Rica

© Back to fof

Figure 22: Search Accounts Screen Displaying State Department Search Results

Perform one or more of the following steps :
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1.
2.

To view the Search Criteria, click anywhere in the Search Criteria bar.
To filter the search results, enter the appropriate value in the Filter: text box and hit the
<Enter> key.
a. For example, to view all users with the word 4nn in the Name or User ID, type ANN
in the Filter: text box.

NOTE: The default number of records per page is 10.

3.

9.

To change the number of records per page, select the appropriate number in the Show per
page column.

To navigate between pages, perform one of the following options:
a. Click the appropriate Page Number button.

b. Click the right double arrows button to go to the end of the list.
c. Click the left double arrows button to go to the beginning of the list.
To sort the search results, click the click the appropriate column heading name's down

arrow (ascending sort) or the up arrow (descending sort). The default sort is by Name
(Last Name, First Name).

If displayed, click the Read More hyperlink in the Roles and Affiliations column to view a
Principal Investigator's (PI) multiple affiliations.

To perform one of the options in the Action column, please refer to the Actions Options
topic.

To create a new account and profile click the Create New Account button at the bottom of
the screen.
a. Please refer to the Create State Department User Accounts topic for more information.

To return to the top of the screen, click the Back to top hyperlink.

For information on Search Account error messages, please refer to the Error Messages topic

4.3.5 Funding Support Screen

The Funding Support screen lists the NIH application information associated with the selected
Principal Investigator (PI). Use this information to positively identify Pls associated with your
institution.

NOTE: The Funding Support screen is for Commons and external iEdison users only.

Search Account 29 May 5, 2016



Account Management System (AMS)

AMS

Manage ACCounts

Funding Support @

Name Dusty Rusty Rhoades

e NIH application information ass: abed with the selecied Principal Investigator {Pi)
Support Support
NHame “  Institution Mame * Type % Identification % Support Description E
Dusty Rusty ~ UNIVERSITY OF Trainee STI2CA099800-37 UCLA Tumor Immundgiogy Trainmng
Rhoades CALIFORNA LOS Appointment Program
AMGELES
UNIVERSITY OF Trainee STI2CA9900889-38 UCLA Tumor Immunoiogy Training
Dusty Rusly ¢ jronrma LOS Appointment Program
Rhoades - L P ogrer
AMGELES
UNIVERSITY OF Trainee 2T32CA599009.3641  LICLA Tumor Immundgkogy Training
g;sn:‘ll?usly CALIFORNIA LOS Appointment Program
oanes AMGELES
Dusty Rusty  UNIVERSITY OF NOTRE Trainee ST32GME59908-03 Chemistry -Blochemistry -Biology Interface
Rhoades DAME Appointment Training Program At Notre Dame
DustyRusty  UNIVERSITY OF NOTRE Trainee £T32GMEA9385-02 Chemistry-Blochemistry-Blology Interface
Rhoades DAME Appointment Training Program At Notre Dame
Employment History
Showing 1 -1 of total 1
Position “ Status % StartDate $ EndDate % Primary? % Organization ]
Pestdoctoral Scholar 2012070 L] University Of Calfomia Los Angeles

Support
Start Date

20130401

2014.04.01

20120423

2009-07-01

2008-07-01

Showing 1- 5 of total §

Support
s Status

L

Awarded

Awarded

Awarded

Awarded

Awarded

Figure 23: Funding Support Screen

4.4 Search for System Accounts

The Search Accountsscreen provides the ability to search for existing user and system account(s).
The Search within my organization check box is automatically checked.

NOTE: iEdison Agency, iEdison ERL, and State Department users cannot search for or create

system accounts.
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AMS

Manage Accounts  Change Password

Search Accounts @

Q Search Criteria -]

G_Searcn within my orgnnlzai@

NOTE! You must enter at least one search field, besides User Type and Account Status

User e Certificate Owner Certificate Serial Number

Last Name First Name Middie Name

Email Roles &

& Back o top

Figure 24: Search Accounts Screen Displaying Searching for System Accounts

NOTE: You must enter at least one search field, besides the User Type and Account Status.
Wild card characters such as the per cent sign (%) can be used to search for a string of characters.

Perform the following steps:

1. To perform a search for a system account, select System from the User Type field's drop-
down menu.

NOTE: When the User Type selected is System, then the Search within my organization check
box is automatically checked.

2. Enter the appropriate search criteria in at least one of the other search fields besides User

Type.
3. If appropriate, select the appropriate Role.
a. To select multiple roles, hold the <Crtl> key and highlight the appropriate roles.

NOTE: When you search by system roles, you can only search within your organization. Y ou can
select multiple roles, but the default search is for all roles appropriate to the logged in user's account
role.

Search Account 31 May 5, 2016




Account Management System (AMS)

4.

Perform one of the following options:
a. Click the Search button to execute the search.
1. For more information on search results, see the System Account Search Results
topic.

b. Click the Clear button to clear the fields.

4.4.1 System Account Search Results

When the Search button is clicked, the system displays appropriate system accounts in the Search
Results located below the Search Criteria section on the Search Accounts screen. The search
results are sorted alphabetically first by last name, first name in the Name field and then by
Account Status.

NOTE: The Create New Account button does not display until a search is performed.

The following columns appear in the search results:

User ID

Name - last name, first name
Organization

Roles & Affiliations

Certification Owner - The Certificate Owner is the organization who acquired the
certificate.

Action - Option button is Manage.

Search Account 32 May 5, 2016



Account Management System (AMS)

AMS | FCOI

Manage Accounts

Search Accounts @

G Search Criteria )

Search Results

Showing 1 - 10 of total 1
Filter:
610“ = e - D

User ID ¥ Name “ Organization + Roles & Affiliations *  Certificate Owner & rﬁrr.bu_n\

SYS_SHORTYT 460  Shorty, Tall Hobart and William Smith Colleges APPLICANT_RETRIEVAL_DATA_SERV  HOBART
- Hobart and YWilkam Smith
SYS_SMITHB_199  Smih, Black  Mational Cancer Foundation APPLICANT_RETRIEVAL_DATA_SERV  NATIOMAL CANCER FOUNDATION | [ Manage
- National Cancer
Read More
SYS_SHORTSJ_ 902 Shors, Jim  Mational Institute of Health APPLICANT_RETRIEVAL_DATA_SERV  NIH
Mational Instiuie of
Read Mare
5YS SMARTG 439 Smar, Gel  University of Calfornia Los Angeles APPLICANT RETRIEVAL_DATA_SERV  NCI
- University of Califomia
Riad Maore
SYS_SMOEJ_81 sSmoe, Jog University of Caiifornia Los Angeles APPLICANT_RETRIEVAL_DATA_SERV UNIVERSITY OF CALIFORMNLA Manags
- University of California
Read More
SYS_SALEMP_748  Salem, Mass  University of Michigan APPLICANT_RETRIEVAL_DATA_SERV  UNIVERSITY OF MICHIGAN [Manage
= University of Michigan
Read More
SYS SALEMP 974  Salem, Mass  University of Michigan APPLICANT_RETRIEVAL_DATA_SERV  UNIVERSITY OF MICHIGAN
- UI'IIUE{SI[" of J.||cl1.gan
Read Mare
SYS_SAA_341 Sack, Sad TS - Agency for Toxic Substances and Disease Registry  IC_ACCESS_GF_METADATA_SERV ASD
SYS_SDS_529 Sack, Sad TS - Agency for Toxic Subslances and Disease Registry  ITP_SRVC_COUNCIL_UPDATE_ROLE  ASDASD
- Agency for Toxic
Read More
SYS_SALEMP_ 453  Salem,Mass  University of Michigan SERVICE_PROVIDER_ROLE UNIVERSITY OF MICHIGAN

© Back to o

Figure 25: Search Accounts Screen Displaying System Accounts Search Results
Perform one or more of the following steps :

1. To view the Search Criteria, click anywhere in the Search Criteria bar.
2. To filter the search results, enter the appropriate value in the Filter: text box and hit the
<Enter> key.
a. For example, to view all users with the last name of Salem, type Salem in the Filter:
text box.

NOTE: The default number of records per page is 10.
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5. To change the number of records per page, select the appropriate number in the Show per
page column.

6. To navigate between pages, perform one of the following options:
a. Click the appropriate Page Number button.

b. Click the right double arrows button to go to the end of the list.
c. Click the left double arrows button to go to the beginning of the list.
7. If displayed, click the Read More hyperlink in the Roles and Affiliations column to view a
system user's multiple affiliations.

8. To manage a system account, click the Manage button in the Action column.
a. Please refer to the Manage System Accounts topic for more information.

9. To create a new account and profile click the Create New Account button at the bottom of
the screen.
a. Please refer to the Create System Account topic for more information.

10. To return to the top of the screen, click the Back to top hyperlink.

For information on Search Account error messages, please refer to the Error Messages topic.

4.5 Action Option Buttons

The Action column's buttons appear in the search result's depending on the account status and the
logged in user's role.

The following action buttons are available:

e Create

e« Manage
e Resend Email

e View
4.5.1 Create Button

The Create button displays on the Search Accounts screen when there is a profile, but there is no
user account.

Agency Users
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3 ICADmIn

Manage Accounts

Search Accounts @

Q. Search Criteria -]

Search Results

Showing 1 - 10 of total 57

Filter:
Show 10 [w]| per page - 2 3 4 5 &
User eRA Usaer Account Secondary Org
[[=] * MHame “ o = Email = Status “  Qrganization = Text = Action
BONDJ Band, James BOMNOJAMES bondj@od.ningov  Active 0D - Office of the Director, National Institutes of Vierw
Health
Book, Risd Profike Only | Ceuate

Figure 26: Search Accounts Screen Displaying the Create Button
1. To create a Commons account, click the Create button for the appropriate person.

For more information on creating accounts, please refer to the Create Account - Agency Users
topic.

Commons Users

AMS

Manage Accounts Change Password
Search Accounts @
Q, Search Criteria -]
Search Results

Showing 1 - 3 of total 3

User ID = HName “  Email = Account Status “  Roles & Affiliations = Action
CASES Cage, Sue eRADevw@mail nih.gov Pending Affiliation Manage
CASEH Casze, Hard eRADev@mail nih.gov Fending Affiliation [Manag |

Case, Courd Profile Only
Creale New Account @

Figure 27: Search Accounts Screen Displaying the Create Button
1. To create a Commons account, click the Create button for the appropriate person.

For more information on creating accounts, please refer to the Create Account - Commons Users
topic.

4.5.2 Manage Button
Agency and iEdison Agency/ERL Users

The Manage button appears if the account status is Active or Pending Affiliation for the

Search Account 35 May 5, 2016



Account Management System (AMS)

appropriate record per the logged in user's IC.

AMS  ICADmMIN

Manage Accounts
Search Accounts @
Q Search Criteria ©
Search Results

Showing 1 -2 of total 2

UseriD % Name “ eRAUseriD % Email % Account Status “ Organization % Secondary Org Text % Action
SHORTS Sharts, Jim SHORTSIM eRADewGirnail nih.gov Active 0D - Ofice of the Director, Natonal Instiutes of Health  OD
Shors, Bill SHORTSB ERADeEv@Mailningov  Pending Ailiation 0D - OmMce of the Director, National Instites of Health  For System Acct Mgmt Viaw |

Back to lop

Create New Account

Figure 28: Search Accounts for Internal Users Displaying the Manage Button

When the Manage button is clicked, the Manage Accounts screen displays.
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AMS  ICAdDmMIn

Manage Accounts  Maintain Profiles

Manage Account @

=

Note: Any changes 1o the acCount are not saved until you hit the save bullon

- For example, f you afiiate someone, he/she is nol actually afiiated uni you hit the save bution
A

User Information
User Type

Agency v

UserID

MOUSEMICKEY

Primary Organization

CA - National Cancer Institute

Secondary Org. Text

[ Wiew Full Profie |

Contact Information

Last Name First Name Midgdie Name
Mouse Mickey

Email Confirm Email

eraDEV@mail nih.gov eraDEVig@mail nih.gov

Roles

+ AddRoles || % Unafiiate

Filter:

Role(s)

GM_MANAGER_ROLE

Clusters

usbers || % Remove All

Firter:

MName

Ca

Showing 1 -1 of total 1

@0’# 10 [v] per page L )

~ Organization(s) & Action

CA - National Cancer Institute

Showing 1 - 1 of total 1

* Description % Chief? Action

CA Cluster O ® Remove

Figure 29: Manage Account Screen for Internal Users
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For more information, please refer to the Manage Agency User Accounts topic.

Commons and external iEdison Users

The Manage button appears if the account status is Active or Pending Affiliation.

AMS

Manage Accouns Change Password

Search Accounts @

Q Search Criteria (-]

Search Results

Showing 1 -5 of total &

User ID + Name “  Email + Account Status “  Roles & Affiliations + Action
BROWHS Brown, $ugar eRADev@mail ningov Pl
= University of Califomia San Diego
Read More

BROWHD Broyn 0J eRADev@mail nih.go Pending Affiliation
BROWMA Browm, Al eRADev@mal nih.gov Pending Affiliation

Brgwn Flour Profie Only

Brown Coffee eRADevg@mail.nih.gov Profile Oniy
Create New Account G Racklo lof

Figure 30: Search Accounts for External Users Displaying the Manage Button
1. To edit an account, click the appropriate Manage button.

When the Manage button is clicked, the Manage Account screen displays.
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AMS

Manage Accounts

Manage Account @

Mote: Any changes 1o the account are not saved until you hit the save button
- For exampie, if you affiiale someone, Neshe (5 nol actualy amiiated wnil you hif the Save bunton

User Information
User Type

COmmons -

User D

DaRsghtDudley

Primary Organization

San Diego Stale Liniversity

Contact Information

Last Name First Name Middle Mame
CioRight Dudley

Email Ceonfirm Email
eRATest@mail nih.gov eRATesi@mail nih.gov

Roles @

+ Affiiate |

‘m

Reset Password

Figure 31: Manage Account Screen for External Users

For more information, please refer to the Manage Commons User Accounts topic.

State Department Users

For State Department users the Manage button appears if the account status is Active or Pending

Affiliation.
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AMNS
Manage Accounts
Search Accounis @
@ Search Crileria
Search Results
Showing 1 - 10 of total 12
Guw - V| e l - - )
User ID F  Mame “  Email * Account Status “ Roles & Affillations s (rsﬂon_‘\
SHAHNK Shah, Milesh eRATest@mail.nih.gov Active FACTS_SDC_MGR_ROLE [ Manage |
- India
SHEAL) Shea, James eRATest@mall nih.gov Active FACTS SDC_MGR_ROLE Wanage |
Burma
SHROTSANN Shorts, Ann eRATest@mail nih.goy Active FACTS_SDC_MGR_ROLE [ Manasge |
- Turkey
SHORTSBILL Shorts, Bill eRATesi@mail nih.gov Active FACTS_SDC_MGR_ROLE Nanage |
Bahamas
SHORTSEARL Shorts, Earl eRATest@mail nih gov Active FACTS_SDC_MGR_ROLE [1anage ]
- Jamaica
SHORTSEDITH Shorts, Edith eRATest@mall nih.gov Active FACTS SDC_MGR_ROLE Wanage |
Mew Zealand
SHORTSED Shorts, Edward eRATest@mail nih gov Active FACTS_SDC_MGR_ROLE Manage |
- Iretand
SHORTSJIM Shorts, Jim eRATesi@mail nih gov Active FACTS SDC_MGR_ROLE r.'an.:gu'
Aruba
SHORTSMARIANNE Sharts, Marianne eRATest@mail nih gov Active FACTS_SDC_MGR_ROLE Manage |
- Slovenia
SHORTSMARY Shorts, Mary eRATesi@mail nih gov Active FACTS SDC_MGR_ROLE r.'an.:gu'
Costa Rica
© Back tolof

Figure 32: Search Accounts Displaying State Department Search Results
1. To edit an account, click the appropriate Manage button in the Action column.

When the Manage button is clicked, the Manage Account screen is displayed.
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AMS

Manage Accounts

Manage Account @

MNote: Ay Changes 10 the 3ccount are not saved until you hil the save bution ‘

- For exampie -‘.LDU affiiale someone, hedshe is nol actually arfiiiated il YOu Rl e Save Durton

User Information

User Type

User ID

RHOADESDUSTY

Primary Organization

U5, Depantment of State

Contact Information

Last Name First Mame Middle Name
Rhoades sty

Email Confirm Email
eRATest@mail nih. gov eRATest@mail nih gov

Roles @

Showing 1-1 of total 1
Role(s) “ Country % Action

FACTS_SDC_MGR_ROLE South Afmca [5( Remaove |

Figure 33: Manage Account for State Department Users

Please refer to the Manage State Department User Accounts topic for more information.

4.5.3 Resend Email Button

NOTE: For Commons and external iEdison users only the Resend Email button appears on
the Search Accounts screen for user type accounts. These are accounts that are pending user
review indicating that the user has not validated the account request.
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AMS

Manage Accounts  Change Password
Search Accounts @
Q, Search Criteria -]
Search Results

Showing 1 - 9 of total §

User ID * HName *  Email = Account Status “*  Roles & Affiliations = Action
CAROLS Carol, Song eRADevi@mail nih gov Pending
CAROLY Carol, fule eRADevEmail nih gov Panding

Figure 34: Search Accounts Screen Displaying the Resend Email Button
1. To resend an email if present, click the Resend Email hyperlink for the appropriate account.

When the Resend Email hyperlink is clicked, the system sends an email notification to the account
holder.

4.5.4 View Button

NOTE: The View button appears on the Search Accounts screen for an active account that is not
within the logged in user's Agency or IC. The View feature is for Agency Management and
iEdison Agency Staff only.

AMS | ICADmIn

Manage Accounts

Search Accounts @

Q Search Criteria -]

Search Results

Filter:
MH Show 10 [w] perpage showing 1 - 2 of total 2 (filtered from 241)
Secondary Org
User ID * Name * gRA UseriD + Email =] Organization +  Text 2 |Action
SADM, Smith NIH_SADA eRADEVE@mail nih gov MH - Mational Institule of Menial

Health

Smith, SMITH eRADewvi@mail nin. gov MH - Mational nstiute of Mental QODWORMURTISS

Healn

Creale New Account © Back to top

Figure 35: Search Accounts Screen Displaying the View Button
1. To view the Account Details screen, click the appropriate View button .

When the View button is clicked, the Account Details screen is displayed for the appropriate
account.
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AMS  ICAGMIN

Manage Accounts

Account Details @

User Information

User Type Agency

User ID SHORTEL

eRA User ID NIH_ZHORTS

Primary Organization MH - Mational instiute of Mental Health

Secondary Ong. Text

Contact Information

Name Sharts, Jim
Email eRADEViEmail nib.gov
Roles
Showing 1-2 of total 2
Role(s)

“  Organization(s) ]

EDI_GMS_CMS_ADMIN MH - Mational Institute of Mental Heaith

EDI_VIEW_DOCUMENTS ALL

Search

Figure 36: Account Details Screen

2. To return to the search results, click the Go Back hyperlink.
3. To start a new search, click the Back to Search button.
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5 Create Accounts

There is the ability to create the following accounts:

o User Accounts

e System Accounts

5.1 Create User Accounts
There are various types of user accounts:

o Agency and iEdison Agency/ERL

o Commons and iEdison

o State Department

5.1.1 Create Agency or iEdison Agency/ERL User Accounts

1. To create an account perform a search first.
a. Please refer to the Search for Agency User Accounts topic or Search for iEdison User

Accounts.

The Create Account screen is displayed when one of the following buttons is clicked on the
Search Accounts screen:

o Create button for existing accounts
o The Create button displays when there is a user profile, but there is no user account.

¢ Create New Account button

IMPORTANT: For iEdison Agency/ERL users the Internet Review Group (IRG) Clusters and
the Upload User Account Form functionality does NOT apply and are NOT viewable.
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AMS  Admin ICAdDmin

Manage Accounts  Maintain Profiles  AMS User Reports

Create Account @ OG0 Back

G" fiehds ane réquined unless they're marked (Opriona JI)

User Information
User Type

Agency w|

User ID
Primary Grganization

A4, - National Institute on Alcohol Abuse and Alcoholism w

Secondary Org. Text (Dplonal)

Contact Information

Last Name First Name Middie Mame [Optional)
Email Confirm Email
Roles @

Clusters

(Upload Account Request form ™

O Instructions:
= You can only upload one file
= If you selecied the wrong file, you can change it to the comect file
= The selected file will be uploaded when you hil the *Create’ bution at the boftom of this screen
- Supporied file formats are POF and Ward Document
= Max file size is 35MB

Mlj

Figure 37: Create Account Screen for a New Internal Accounts
Perform the following steps :

1. The User Type is Agency.
2. Enter the User ID or let the system generate one.
a. The User ID length should be between 6 and 30 characters and should NOT contain
special characters except the (@ sign, the hyphen, the period, and the underscore.

b. The system can display the following messages: This User ID is available or This
User ID is already taken, please use another one.
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3. Usually the Primary Organization defaults to the logged in user's organization.
a. Ifpresent, click the magnifying glass icon to assign a Primary Organization.

b. Please refer to the Set Primary Organization topic.

For Contact Information, enter the Last Name and the First Name.
Enter the Email and Confirm Email addresses.

To add roles, please refer to the Add/Delete Roles topic.

To add clusters, please refer to the Add/Delete IRG Clusters topic.

To upload the Account Request Form, please refer to the Upload Account Request Form
topic.

e

9. Perform one of the following options:
a. When the account information is complete, click the Create button.

b. Click the Clear button to clear the data entered in the fields.

When the Create button is clicked, the system displays the following message on the Account
Details screen: Account created successfully.

Account Details @

& SUCCESS

Accoun! crealed successiullyl

User Information

User Type AgEnCy

UseriD RHOADESDUSTY

#RA UseriD INT_RHOADESD_ 2300
Prunary Elrg; nization CA - National Cancer Institute

Secondary Org. Text

Contact Information

Hame Rhoades, Dusty
Email eraDEV@mai nih.gov
Roles
Showing 1 -1 of total 1
Role(s) “  Organization(s) ]
GM_RULE_MANAGER_ROLE Ci - Mational Cancer Instilule
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Figure 38: Account Details Screen Displaying Message

9. Perform one of the following options:
a. To return to the Search Accounts screen displaying the previous search results, click
the Go Back hyperlink.
b. To edit the account's information, click the Manage button.
i. For more information, please refer to the Manage Agency and iEdison
Agency/ERL User Accounts topic.

c. To return to the Search Accounts screen to enter new search criteria, click the Back to
Search button.

5.1.2 Create Commons or external iEdison User Accounts

1. To create an account perform a search first.
a. Please refer to the Search Account for Commons Accounts or the Search for iEdison
User Accounts topic.

NOTE: For external iEdison users, the Create Account screen can be access by clicking the
Create an iEdison Account hyperlink on the iEdison Main Menu screen.

The Create Account screen is displayed when one of the following buttons is clicked on the
Search Accounts screen:

o Create button in the Action column for existing accounts

« The Create button displays when there is a user profile, but there is no user account.
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AMS

Manage Accounts  Change Password

Create Account @

G'I fields are régquired unless they'ne manked rOu.“ow-.-)

User Information
User Type

Commons

User 1D &

Primary Organization

Last Name

Beach

Email

University of California Los Angeles

Contact Information

First Name

Sandy

Confirm Email

Middie Name (Opiional]

@ Go Back

Figure 39: Create Account Screen for an Existing External Account

¢ Create New Account button

Create Accounts

48

May 5, 2016




Account Management System (AMS)

Manage Accounts Change Password

Create Account @

@ fields are reguired unless they'ne marked fl.".l:)l'VC"‘a

User Information

User Type

User ID&

Frimary Organization

versity of California Los Angeles

Contact Information

Last Name First Name Middle Name (Optional)
Email Confirm Email
Roles

Figure 40: Create Account Screen for a New External Account

Perform the following steps :

2. The User Type is Commons.
3. Enter the User ID or let the system generate one.
a. The User ID length should be between 6 and 30 characters and should NOT contain
special characters except the @ sign, the hyphen, the period, and the underscore.
b. The system can display the following messages: This User ID is available OR This
User ID is already taken, please use another one.
4. Usually the Primary Organization defaults to the logged in user's organization.
a. Ifthere is no user organization name, click the magnifying glass icon to assign a
Primary Organization.

b. Please refer to the Set Primary Organization topic for more information.

5. Perform one of the following options:
a. When the account information is complete, click the Create button.

b. Click the Clear button to clear the data entered in the fields.

When the Create button is clicked, the system displays the following message on the Account
Details screen: Account created successfully.
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Account Details @

& SUCCESS

AcCount created succEssiully)
User Information
Uzer Type COMmmgns

UseriD BEAL

Primary Organization Lneersity of Californa Los Angeles

Contact Information

Mame

Email

Roles
Showing 1 =1 of total 1
Releis) = Qrganization{s) =
A University of Californda Los Angeles

Figure 41: Account Details Screen Displaying Message

6. Perform one of the following options on the Account Details screen:
a. To return to the Search Accounts screen displaying the previous search results, click
the Go Back hyperlink.
b. To edit the account's information, click the Manage button.
1. For more information, please refer to the Manage Account for Commons Users
topic.

c. To return to the Search Accounts screen to enter new search criteria, click the Back to
Search button.

5.1.3 Create State Department User Accounts

1. To create an account perform a search first.
a. Please refer to the Search Account for State Department Users topic.

When the Create New Account button is clicked on the Search Accounts screen, the Create
Account screen is displayed.
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Manage Accounts

Create Account @

6'1—::.15 are required unless they'ne marked .r'J:.‘.':"-_‘)

User Information

User Type

Siate o

Frimary Organization

s Depanment of State

Contact Information
Last Name First Name Middle Mame (Opiional)

Email Confirm Email

Roles @

Figure 42: Create Account Screen for State Department Users

Perform the following steps :

2. The User Type is State.
3. Enter the User ID or let the system generate one.
a. The User ID length should be between 6 and 30 characters and should NOT contain
special characters except the (@ sign, the hyphen, the period, and the underscore.
b. The system can display the following messages: This User ID is available OR This
User ID is already taken, please use another one.

4. To add countries, click the + Add Countries button.
a. Please refer to the Add Countries topic for more information.

5. Perform one of the following options:
a. When the account information is complete, click the Create button.

b. Click the Clear button to clear the data entered in the fields.

When the Create button is clicked, the system displays the following message on the Account
Details screen: Account created successfully.
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Manage Accounts

Account Details @

@ SUCCESS

Account created successhullyl

User Information

Usar Type State
User D SHORTSLOIS
Primary Organization U.s. Department of State

Contact Information

Name Shors, Lois
Email eraTest@mai nin. gov
Roles @
Showing 1-1 of total 1
Role(s) “ Country %
FACTS_SDC_MGR_ROLE Finland

Figure 43: Account Details Screen for State Department Users

6. Perform one of the following options on the Account Details screen:
a. To return to the Search Accounts screen displaying the previous search results, click
the Go Back hyperlink.
b. To edit the account's information, click the Manage button.
1. For more information, please refer to the Manage State Department User
Accounts topic.

c. To return to the Search Accounts screen to enter new search criteria, click the Back to
Search button.

5.1.3.1 Add/Delete Countries

NOTE: The Add Countries functionality is for State Department users only.

1. To add a country to the account, click on the + Add Countries button on the Create
Accounts screen.
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Roles @

| + Add Countries |

Figure 44: Add Countries Button

When the + Add Countries button is clicked, the pop-up Add Countries screen displays.

AMS | Add Countries

Role

FACTS_SDC_MGR_ROLE

Countries

Alghanistan
Albania ~
Algeria

Andama

Anqola

Anguilla

Antarctica

Antiguabarbud

Armenia W
Argentina

Figure 45: Add Countries Screen

2. To find a country, click in the list of countries and type the first letter of the country's name.
a. For example, to find the United Kingdom hit the <U> key on the keyboard.

3. Highlight the appropriate country name.

When a country name is highlighted, the Add Countries button is enabled.

4. Perform one of the following options:
a. Click the Close button to close the screen.

b. Click the Add Countries button to add the selected country.

When the Add Countries button is clicked, the selected country to added the Roles section on the
Create Account or Manage Account screen.
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Roles @

(+ Add Countries | [ % Remave A1 )
e

Showing 1 - 1 of total 1

Role(s) “ Country 5 Action

—
FACTS_SDC_MGR_ROLE e
Kingdom

Figure 46: Roles/Add Countries Section on the Create Account Screen

5. To add another country, click the + Add Countries button. Repeat the steps above.
6. To remove a country, click the X Remove button.
7. To remove all countries, click the X Remove All button.

5.1.4 Add/Delete User Roles

NOTE: The list of roles displayed is dependent on the logged in user's role.

NOTE: State Department users only - For information on adding countries, please refer to the
Add/Delete Countries topic.

1. To add user roles to the account, click on the + Add Roles button on the Create Accounts
screen.

Roles

=+ Add Roles

Figure 47: Add Roles Button on the Create Account Screen

5.1.4.1 Commons Users

When the + Add Roles button is clicked, the pop-up Add Roles screen displays.
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AMS | Add Roles

Organization

University of Califomnia Los Angeles

@ali[s} (to multi-select, please use cirl or shift Jreysj)

AA - Accounts Administralor

AQ - Administrative Ofmcial ~
ASST - Pl Assistant

BO - Business Official

FCOI - External FCOI Ofcer

FCOI_ASST - Financial Conflict of Interest (FCOI) External Assistant role
FCOI_VIEW - Financial Conflict of Interest (FCOM) External Wiew role
F3R - Financial Reporting users

GRADUATE_STUDEMNT - Graduate Student

PACR - Public Access Compliance Role

Add HDE(S

Figure 48: Add Roles Screen for Commons Users

1. Highlight the appropriate role(s).
2. Click the Add Role(s) button.

When the Add Roles(s) button is clicked, the system returns to the Create Account or Manage
Account screen and displays the newly added role(s).

Roles

|+ Add Rnles“ ® Remove Al

Showing 1-1 of total 1

Role(s) “ Organization(s) ¥ Action
Y University of ® Remaove
California Los
Angeles

Figure 49: Roles Section on the Create Accounts Screen for Commons Users

3. To add additional roles, click the + Add Roles(s) button. Repeat the steps above.
4. To remove a role click the appropriate Remove button in the Action column.
5. To remove all roles click the Remove All button.

NOTE: You cannot remove Signing Official (SO) role when the Research Performance Progress
Report (RPPR) is assigned.
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5.1.4.2 Agency and iEdison Agency/ERL Users

that cannot be granted to an account for a specific IC.

IMPORTANT: For Agency and iEdison Agency users there are certain combination of roles

RR_CHIEF ROLE and GM_ MANAGER ROLE

ICO PROGRAM OFFICIAL ROLE and GM_ MANAGER ROLE

RR _SUPERVJSOR ROLE and GM_ MANAGER ROLE
(This role combination requires a waiver from the OPERA Director.)

UADM_USER_ROLE and GM_ MANAGER ROLE

UADM_USER_ROLE and GM_FMO ROLE

IPF_ CLERK_ROLE and GM_ MANAGER ROLE

IPF_SPECIALIST ROLE and GM_MANAGER ROLE

IPF_SUPER_USER_ROLE and GM_MANAGER_ROLE

GM_MANAGER_ROLE and GM_FMO ROLE

UADM_ADMIN ROLE and GM_ MANAGER_ROLE

UADM_ADMIN ROLE and ICO_ PROGRAM OFFICIAL ROLE

UADM_ ADMIN ROLE and GM_FMO ROLE
Table 1: List of Conflicting Roles

NOTE: For iEdison Agency users the roles are IDO Admin and IDO User.

For iEdison ERL users the roles are EDI GMS CMS ADMIN and EDI GMS CMS USER.

When the + Add Roles button is clicked, the pop-up Add Agency Roles screen displays.
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AMS | Add Agency Roles

SelectIC O

Agency

Nih - National Institutes of Health

[+

CA - National Cancer Inslifule

Select role(s) @

Business Area

ALL b

Roles (90 roles are avallable for business area: ALL)

Add to Selected Role(s)

Selected Role(s)

Close Add Selected Role(s) o Account

Figure 50: Add Agency Roles Screen for Internal Users

1. Select the appropriate Business Area from the drop-down menu or start typing in the text
box. For example, start typing "G" to access the GM Business Area roles.

Select role(s) @

Business Area
ALL -
I
oA
ADI- Agency Data
ARA- Ara
CIMS- Contract and laa Management System

€M- Crritmgmt

CRIMS- Crims k:’/
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Figure 51: The Business Area Drop-down Menu on the Add Agency Roles Screen

2. Select the appropriate role from the drop-down menu per the Business Area selected.

Select role(s) &

Business Area

GM- Gm -

Roles (8 roles are available for business area: GM)

GM_CLOSEOUT_ADMIN_ROLE - Glves users the ability to add and delete grants from closeout , assign grants, and send email
for their default IC within the Grants Closeout Module, The Grants Closeout Staff with the GM_CLOSEQUT_ADMIN_ROLE also

hawe the ability 1o utilize the Additions for Grants Management feature through the Grant Folder. For their assigned ICs, these
users have the capability to upload documents info the Grant Folder.

GM_CLOSEOUT_REASSIGN_ROLE - Provides the ability to re-assign choseout specialists to grants within the Grants Closeout
Nodule,

GM_CLOSEOUT_UPDATE_ROLE - Gives users the ability to view and update closeout data on grants and send email letters fo
their default IC within the Grants Closeout Module. The Grants Closeout Staff with this role have the ability to utilize the Additions) W

frr 2rante Mansaomaont fasturs throanb tha Srant Enldaor Eor thair sccinnod 10e thooo usore houa tho conghilibe to onknoed

Figure 52: The Role Drop-down Menu on the Add Agency Roles Screen

3. Click the Add to Selected Role(s) button .

Select role(s) &

Business Area

GM- Gm -

Roles (8 roles are available for business area; GM)

[ * GM_MANAGER_ROLE * ]

J"i.lll! 1o Selected Roke(s)

Figure 53: Add Agency Roles Screen Displaying the Add to Selected Role(s) Button

When the Add to Selected Role(s) button is clicked, the role is added on the AMS | Add Roles
screen .
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Select role(s) &

Business Area

GM- Gm *

Roles (8 roles are available for business area: GM)

Selected Role(s)

Showing 1 -1 of total 1

Organization
Role(s) = (s) = Action

GM_MAMNAGER_ROLE CA - National ® Remove
Cancer Institute

(ﬂlose l Add Selected Robe(s) to Accoun

Figure 54: Selected Role(s) Section on the Add Agency Roles Screen
4. To add the role to the account, click the Add Selected Role(s) to Account button.

When the Add Selected Role(s) to Account button is clicked, the added role is displayed on the
Create Accounts or Manage Account screen.

Roles
+ Add Roles
Showing 1 -1 of total 1
Filter:
61_0-.'.- 10 [»] perpage -
Role(s) “  Organization(s) ¥ Action
GM_MANAGER_ROLE CA - National ® Remove
Cancer Institute

Figure 55: Roles Section on the Create Accounts Screen

5. To add additional roles, click the + Add Roles(s) button. Repeat the above steps.
6. To remove a role click the appropriate Remove button in the Action column.
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NOTE: Multiple roles can be added at the same time.

7. To add multiple roles, start typing a head in the Roles text box.
a. For example, start typing G to access the GM Business Area roles.

8. Select the appropriate role for that Business Area.
9. Start typing a head the next desired Business Area such as /PF.

AMS | Add Agency Roles

@ SelectIC O

Agency

Nih - National Institutes of Health

Iz

CA - National Cancer Institute

@ Select role(s) &

Business Area

ALL -

Roles (103 rodes are available for business area: ALL)

=GM_CLOSEOUT_ADMIN_ROLE | ipi x

IPF_CLERK_ROLE - Allows user 1o query application on Grant Coding screens in IPF module. The role can only be granted to

another account by a user with the UADM_ADMIN_ROLE.

IPF_ORI_ROLE - Allows user to maintain External Organization cerification data in IPF module. The robke can only be granted (o
another account by a user with the UADM_ADMIN_ROLE

IPF_SPECIALIST ROLE - Allows user to access all IPF screens except for the ability to update specific data elements
maintained by Cemmons users. The role can enly be granted to another account by 2 user with the UADM_ADMIN_ROLE

IPF_SUPER_USER_ROLE - Allows user lo access all IPF screens including the ability 1o update IPF data maintined by v'
Commons users The role can only be granted to another account by a user with the UADM_ADMIN_ROLE.

Figure 56: Add Agency Roles Screen Displaying Adding Multiple Roles

10. Select the next appropriate role.
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AMS | Add Agency Roles

@ SelectIC O

Agency

Nih - Mational Institutes of Health

Ic

CA - National Cancer Institute

© Select role(s) O

Business Area

ALL

Roles (103 roles are available for business area; ALL)

*GM_CLOSEOUT_ADMIN_ROLE | | *IPF_CLERK_ROLE ||

o

-:Id o Selected Rale(s)

)

& Selected Role(s)

Add Selected Role(s) to Account

Figure 57: Add Agency Roles Screen Displaying the Add to Selected Role(s) Button

11. Click the Add to Selected Role(s) button to add the selected roles.
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AMS | Add Agency Roles

@ SelectIC O

Agency

Nih - National Institutes of Health

Ic

CA - National Cancer Institute

© Select role(s) O

Business Area

ALL v

Roles (103 roles are available for business area: ALL)

& Selected Role(s)

Showing 1 - 2 of total 2

Organization
Role(s) = [s) ¥ Action
GM_CLOSEOUT _ADMIN_ROLE CA - National
Cancer Institute
IPF_CLERK_ROLE ALL

(C!c-se Add Selected Role(s) to Accou n'l

Figure 58: Add Agency Roles Screen Displaying the Add Selected Role(s) to Account Button

12. Click the Add Selected Role(s) to Account button.

When the Add Selected Role(s) to Account button is clicked, the added role is displayed on the
Create Accounts or Manage Account screen.

5.1.4.3 External iEdison Users

When the + Add Roles button is clicked on the Create Account or Modify Account screen, the
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pop-up Add Roles screen displays.

AMS | Add Roles

Qrganization

Dan

Role(s) (fo muiti-select, please use cirl or shift keys)

EXTRAMURAL_TTO ADMIN - Extramural Technology Transfer Omicial Administralor
EXTRAMURAL _TTO _USER - Extramural Technology Transfer Official User

G Close Add Rolelj:;:

Figure 59: Add Roles Screen for External iEdison Users

1. Select the appropriate role.
2. Click the Add Roles(s) button.

When the Add Roles(s) button is clicked, the system returns to the Create Account or Manage
Account screen and displays the newly added role(s).

Roles @

|!+ Add Roles | [ % Remave All| )

Showing 1 -1 of total 1

Role|s) * Organization(s) = Action
EXTRAMURAL_TTO_USER Dan's Institution

Figure 60: Roles Section on the Create Accounts Screen for External iEdison Users

3. To add additional roles, click the + Add Roles(s) button. Repeat the steps above.
4. To remove a role click the appropriate Remove button in the Action column.
5. To remove all roles click the Remove All button.

5.1.5 Add/Delete Initial Review Group (IRG) Clusters

NOTE: Adding and deleting IRG Clusters is for internal Agency users only.
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1. To add a cluster click the + Add Clusters button on the Create Accounts or Manage
Account screen.

Clusters

| + Add Clusters || x Remove Al

Figure 61: Clusters Buttons

When the + Add Clusters button is clicked, the pop-up Add Clusters screen is displayed.

AMS | Add Clusters

@starsisl (to multi-select, please use cfrl or shift u;ey@

CA Cluster
SEPs

Committees
medfamiest

Add L:ILISIEF{S

2. To add a cluster, highlight the appropriate cluster(s).
3. Click the Add Cluster(s) button.

Figure 62: AMS | Add Clusters Screen

When the Add Cluster(s) button is clicked, the cluster(s) is added to the Clusters section on the
Create Account or Manage Account screen.

Clusters

q-i- And Cll.‘_'.él‘_.ll X Remove :ulD

Showing 1 - 1 of total 1
Fi
Gn_w.' 10 [w|  per page - )

Name

“ Description & Chief? Action

CA Cluster [ |'

Cay
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Figure 63.: Clusters Section on the Create Account Screen

4.

9.

To add additional clusters, click the + Add Clusters button. Repeat the steps above.

5. To remove all clusters click the Remove All button.
6.
7. To navigate through the cluster list, perform any one of the following options:

To filter the cluster list, type the appropriate text in the Filter: text box.

a. Click the appropriate Page Number.

b. Click the right double arrows to go to the end of the list.

c. Click the left double arrows to go to the beginning of the list.
To indicate that the person is the cluster Chief, select the appropriate check box in the
Chief? column.
To remove a cluster click the appropriate Remove button in the Action column.

5.1.6 Set Primary Organization

NOTE: The magnifying glass for the Primary Organization field on the Create Account screen
appears if the logged in user is not affiliated with an Organization, IC, or Agency. Usually the
Primary Organization defaults to the logged in user's Organization, etc.

Primary Organization

Q

Figure 64: Primary Organization Field

1.

To add a primary organization click the magnifying glass icon on the Create Account
screen.

When the magnifying glass icon is clicked, the Search Organization and Add Roles screen
displays.
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AMS | Search Organization and Add Roles

Use % for non-exact matches!

org ID Organization Name

YeUniversity of californias Search

Showing 1 - 10 of total 25

ilter:
Show | 10 |v| per page ¢ 2 3 »

org. org.
Select ~ D £ Name =2
10002757 Touro
UIniversity
af
California
577503 University
af
California
at Davis

1092530  University <

( Close |} Select

Figure 65: Search Organization and Add Roles Screen

2. Enter an Org ID or an Organization Name.

NOTE: Wild card characters such as the percent sign (%) can be used to search for a string of
characters.

3. Click the first Search button.

When the first Search button is clicked, the organization is displayed, if present.

4. To filter the search results, enter the appropriate value in the Filter: text box and hit the
<Enter> key. For example, enter San Diego to view only those universities in California.
5. To change the number of records per page, select the appropriate number in the Show per
page column.
6. To navigate between pages, perform one of the following options:
a. Click the appropriate Page Number button.

b. Click the right double arrows button to go to the end of the list.
c. Click the left double arrows button to go to the beginning of the list.
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7. Select the appropriate organization's radio button.
8. Click the second Select button or click the Close button to close the screen.

When the second Select button is clicked, the Create Account screen displays the selected primary
organization. Please refer to the Create Commons User Accounts or the Create Agency User
Accounts topics.

5.1.7 Upload Account Request Form

Institute/Center (IC) Coordinators now have the ability to upload the Account Request Form or an
IC specific account request form on the Create Account screen when creating a new IMPAC 11
user account with roles. The following rules apply:

1. This form is mandatory when creating a new user account.
2. The form must be a Word or PDF document and the size limit is 35MB.

If using the Account Request form, it can be accessed via on the Inside eRA Point of Contacts web
page via this hyperlink https://inside.era.nih.gov/files/Data-Access-Request-Form.pdf.

1. To upload the Account Request Form or an IC specific account request form, click the
Browse button (click here).

Upload Account Request form

O Instructions:
= You can only upload one file.
- Ifyou selected the wrong file, you can change it to the correct file.
+ The selected file will be uploaded when you hit the "Create’ button at the bottom of this screen.
= Supperted file formats are PDF and Word Document.
= Max file size is 35MB.

[ Browse...

Figure 66: Upload Account Request Form Section on Create Account Screen

2. Locate and select the Account Request Form to be uploaded.

Once the form is uploaded the path and file name displays in the text box.

IMPORTANT: Before clicking the Create button on the Create Account screen, ensure that
the correct document is uploaded. Another document can be uploaded to replace the previous
document, but once the Create button is clicked another document CANNOT be uploaded.

5.2 Create System Accounts

Creating system accounts can be performed by Commons, Agency, and external iEdison users.
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NOTE: iEdison Agency/ERL and State Department users cannot create system accounts.

For information on obtaining and registering a certificate from a Certificate Provider or Authority,
please refer to one of the following sections in the Web Services Certificate (S2S) Guide:

o Section 2.4.1 for Agency users - internal Agency users should contact their IC Coordinator
to register the certificate; the IC Coordinator is the only one who is authorized to register the
certificate

« Section 2.4.2 for iEdison users - only users with the TTO Admin user role have the
privileges necessary to register the certificate in AMS; iEdison users must work with their
TTO Admin user to register their certificate

o Section 2.4.3 for Commons users - only users with the SO role have the privileges necessary
to register the certificate in AMS; Commons users must work with their SO to register their
certificate

1. To create a system account, perform a search first.
a. Please refer to the Search System Accounts topic.

NOTE: The Create New Account button does not display until a search is performed.

2. To create a system account, click the Create New Account button located below the search
results.

When the Create New Account button is clicked, the Create Account screen displays.

3. Select System for User Type.

When System is selected for User Type, the Create Account screen displays the appropriate fields
that need to be completed for a system account.

Here is a sample Create Account screen with the fields completed.
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AMS

Manage Accounts Change Password

Q
(a1
B
=4
=

Create Account @

E‘_\_'I_fé‘lﬂ.‘c are required unkess they e marked (Cptona '_)

User Information

User Type

Sysiem v

Primary Organization

Universiy of Califomia Los Angeles

Certificate Information
Centificate Owner 0
Iniv of CA - LOS Angeles
Certficate ProviderAutharity
50 Daddy Cenlificate Authorty b
Certificate Serial Number

SB1Z 34567890

Contact Information

Lasi Name First Name Middle Name [Jpfional)
Whiplash Snidely

Email Confirm Email

WhiplashZudla edu Whiplashiucla edu

Showing 1 -1 of total 1

Rele(s) “  Organization(s) = Action
APPLICANT_RETRIEVAL_DATA_SERV University of % Remove
California Los
Angeles

@ am aware of and understand my responsibilities in providing the information pertaining o this system account

Figure 67: Create Account Screen Displaying Creating a System Account

4. Type in the owner in the Certificate Owner field. The Certificate Owner is the
organization who acquired the certificate.

5. Select the appropriate Certificate Provider/Authority from the drop-down menu.

NOTE: Examples of the values that are available for the Certificate Provider/Authority include:
Comodo, Digicert, Entrust, Geo Trust, Go Daddy, InCommon, and Thawte.
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6. Type in the Certificate Serial Number.

NOTE: The Certificate Serial Number format is XX : XX:XX: XX:XX:XX:XX:XX.

7. Complete the Contact Information.

8. Click the + Add Roles button to add the appropriate role(s).
a. Note the role description on the screen when adding a role.

b. See the Add System Roles topic for more information.

9. Select the Agreement check box below the Roles section.

The Agreement check box is mandatory for the user to acknowledge information provided for the
system account. If the Agreement check box is not checked and the Save button is clicked, the

system displays the following error message: User must accept the agreement by checking the
field.

10. Perform one of the following options:
a. Click the Create button to create the account.

b. Click the Clear button to clear the fields on the screen.

The system performs validations when the Create button is clicked. If there are no error messages,
then the system displays the Account Details screen with the following message: Account created
successfully!
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AMS

Manage Accounts  Change Password

@ Go Back

Account Details @

@ SUCCESS

Account created successiullyl

Note: Validate Certificate button will validate
1. If certificate authority is suppored by NIH
2. If the uploaded cerificate details maich the cerificate details entered

User Information

User Type System
User ID SYS_WHIFLASHS 374
Primary Organization University of Califomia Los Angedes

Certificate Information

Certificate Owner Univ of CA - Los Angeles
Certificate Go Daddy Certificate Authority
Provider/Authority

Certificate Serial SBI1234:56:78:90

Number

Contact Information

Name Whiplash, Snidely
Email Whiplash@ucla edu
Roles
Showing 1 -1 of total 1
Role(s) “ Organization(s) s
APPLICANT_RETRIEVAL_DATA_SERV University of California Los Angeles

Figure 68: Create Account Screen Displaying Account Created Message

11. Click the Validate Certificate button to validate the certificate.
a. See the Validate Certificate topic for more information.

12. Click the Manage button to make any additional changes.
a. See the Manage System Accounts topic for more information.

13. Click the Back to Search button to return to the Search Account screen.

5.2.1 Add System Roles

NOTE: The list of roles is dependent on the logged in user's role.
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1. To add system roles to the account, click on the + Add Roles button on the Create Accounts
screen.

Roles

=+ Add Roles

Figure 69: Add Roles Button on the Create Account Screen

When the + Add Roles button is clicked, the pop-up Add Roles screen displays.

External System Roles

AMS | Add Roles

Organization

University of California Los Angeles

Role(s) (lo muwiti-select, please wse cirl or shift Keys)

APPLICANT RETRIEVAL DATA SERV - Submission Age Data Semvice client
IEDISOM_FILE_TRANSFER_SERV - iEdison Officer Services eRA client
SERVICE_PROVIDER_ROLE - A service provider who can invoke S25 services offered by eRA
SWS_APPLICANT_DATA_SERV - Submission Validation Service clients - Applicants/institutions

(]

Figure 70: Add Roles Screen for External System Roles

Agency System Roles
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AMS | Add Roles

organization

CA - National Cancer Institute

Role{s) (fo muiti-sefect, please use cir or Shift keys)

ACCESS DOC UPLOAD SERV - Role for upload document to Document RESTul Service

DOCSERVICE_AGEMNCY _GET_PCR_SERV - Agency Role for Retneving PCR document through Document Service ~
DOCSERVICE_AGENCY GET_ PS5 _SERV - Agency Role for Retrieving PSS document through Document Service
DOCSERVICE_GET_EADDITTION_SERY - Role for getting eAddtions documents

DOCSERVICE_GET_PCR_SERV - Agency Role for Retrieving PCR document through Document Service
DOC_SERVICE_CERT_ROLE - General cerificate Role for Retrieving documents through Document Service with end user validatio
ERA_PAS_SERV - Role to access the profile 1D, roles, and organization ids based on the provided User account via PAS
IC_ACCESS_GF_METADATA_SERV - IC Role to access the GrantFolder Metadata Service

IC_DOCSERVICE_GETDOC_SERY - Role for retrieving general documents through Document Service for ICs v
IMS_IC_SVC_CONTRACT_ROLE - Role to send contract IDRS to IMS IC web service

Add H&le{sjl

Figure 71: Add Roles Screen Displaying Agency System Roles List

1. Highlight the appropriate role(s).
2. Click the Add Role(s) button.

When the Add Roles(s) button is clicked, the system returns to the Create Account or Manage
Account screen and displays the newly added role(s).

Roles

[+ Add Roles |[x_Remove aur}

Showing 1 -1 of total 1

Role(s) “ Organization(s) % Action
ACCESS_DOC_UPLOAD_SERV ALL

Figure 72: Roles Section on the Create Accounts Screen for Agency Users

3. To add additional roles, click the + Add Roles(s) button. Repeat the steps above.
4. To remove a role click the appropriate Remove button in the Action column.
5. To remove all roles click the Remove All button.

5.2.2 Validate Certificate

When the Validate Certificate button is clicked on either the Manage Account or Account Details
confirmation screen, the system displays the AMS | Validate Certificate screen with hyperlinks to
instructions for the different browsers (i.e. Internet Explorer, Firefox, and Safari, etc.) for uploading
a certificate file.
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1. Perform one of the following options:
a. To validate the certificate, click the Validate button on the Validate Certificate screen.
b. Click the Cancel button to cancel the certificate validation.

AMS | Validate Certificate
Certificate Number: LT:12:34:56:78:90
Certificate Provider: Go Daddy Certificate Authority

NOTE! If your certificate was nol previously uploaded, please follow instructions below
to upload cerificate key file to browser.

- Do not close browser window until all instructions are complete.

- If instructions for a specific browser require a browser restart, please do so.

To Import a Certificate to Browsers
Please follow instructions below to upload cerificale file to browser.

e For Windows IE:

Open Tools

Open Internet options

Open Content tab

Click Certificate button and open Cerificates window

Click Import to start the Certificate Import Wizard

Type the file name cu:mtaming the cerificate lo be imporied or browse and
navigate to the file

7. For more details go to "Learn more about cerlificates” link on the Cedificates
window

. For Firefox:

Please click here for detailed instructions

@ kW=

@ For MAC Safari:
Please click here for detailed instructions

If your cerificate was previously uploaded, please press Validate bution

""'Elil:i.atE.

Figure 73: Validate Certificate Screen

When the Validate button is clicked, the system performs the certificate validation.

If the browser call does go through to the certificate provider, but the details of the uploaded
certificate do not match the details entered in AMS, then the following warning message is
displayed:

Create Accounts 74 May 5, 2016



Account Management System (AMS)

Warning! - This certificate works with eRA systems correctly, but the certificate details
you entered in the account do not match information in the certificate you are trying
to validate. Certificate information in the account must match certificate you are
trying to validate.

Please information on Validate Certificate error messages, please refer to the Error Messages topic.

If there are no validation errors, a second Validate Certificate screen displays the following success
message: Success! Your certification works with the eRA systems as expected.

AMS | Validate Certificate
Certificate Number: 4E:DA96:C1:33.7C6B
Certificate Provider: Go Daddy Secure Certificate Authority

®Success!

Your certificate works with the eRA systems as expected.

1. If you see one of these messages: 'Success!’ or 'Warning?, follow instructions in the
message.

2. If you see any other browser errors, the certificate is not supported by NIH, please
contact the helpdesk.

Figure 74: Validate Certificate Screen Displaying the Success Message
2. Click the Close button to close the screen.

The following audit information is audited and stored in the database:
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o Certificate Number — Certificate Number of the uploaded certificate during validation
o Certificate Provider — Common Name of the uploaded certificate during validation
« Certificate Owner — The Certificate Owner that was entered during validation. The
Certificate Owner is the organization who acquired the certificate.
o Time of Validation — Format: DD/MM/YYYY HH:MM:SS
o Result of Validation Attempt
o Success

o Validation is successful but the certificate details does not match the user entered
details
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6 Manage Accounts

6.1 User Accounts
Once an account is created it can be maintained via the Manage Accounts screen.

o Manage Commons and external iEdison User Accounts

o Manage Agency and iEdison Agency/ERL User Accounts

o Manage State Department User Accounts

6.2 System Accounts
Modifying system accounts can be performed by external and internal (Agency) users.

o Manage System Accounts

For information on obtaining and registering a certificate from a Certificate Provider or Authority,
please refer to one of the following sections in the Web Services Certificate (S2S) Guide:

o Section 2.4.1 for Agency users
o Section 2.4.2 for iEdison users

o Section 2.4.3 for Commons users

6.3 User Accounts
6.3.1 Manage Agency and iEdison Agency/ERL User Accounts

1. Perform one of the following steps to edit an account:
a. Click the appropriate Manage button in the Action column on the Search Accounts
screen.
b. Click the Manage button on the Account Details screen after an account have been
created or saved (edited).

When the Manage button is clicked via either option, the Manage Accounts screen is displayed.

Here is the Manage Account screen with a non-affiliated account with an Agency or Institute.
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ANS

Manage AcCounts

Manage Account @

User Information
Uiser Typa

User ID

MICKEY

Primary Organization

A = Mamonal C-ancer Inslilute

Secondary Ong. Text

Contact Information

Last Hame First Hame
Mouse Mk
Email Confirm Email
il rify v EraDEVE@mal
Roles

Clusters

Cance

0

Mote: Amy changes bo the acoount ane ot saved untl you hit the save Buticn

= For EXAmpE, i you STV SOMmEans, NeShe i nol Sciually AMBaed unll you i the S5ve Dution

Middle Name

Figure 75: Manage Account Screen Displaying a Not Affiliated Account

Here is the Manage Account screen with an affiliated account with an Agency or Institute.
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AMS

Manage ACCounts

Manage Account @

Mote: Any changes 1o the account are not saved until you hit the save button

- For exampie, if you aifiiale someone, he'she is nof aciually afiiated unil you hif the save bulion

User Information
User Type

Agency v

User D

CASESUE

Primary Organization

CA - National Cancer Institule

Secondary Org. Text

| View Full Profile ]
Contact Information
Last Name First Name
Case Sue
Email Confirm Email

eraDEV@rmail nih gov eraDEV@mail.nin.gov

Roles

+ Add Roles || % Unafliale

Filter:

Role(s)

GM_MANAGER_ROLE

Clusters

(Do)

Filter:

Hame

CA

Middie Name

-

Showing 1 -1 of total 1

Show 10 [w] | per page . -

Organization(s) 2 Action

CA - National Cancer Institute

Showing 1-1of total 1

Show 10 [w| per page . -

Description & Chief?

Action

A Cluster

Deactivate

—

Figure 76: Manage Account Screen with an Affiliated Account
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NOTE: Fields grayed out cannot be edited.

An affiliation can be created for accounts that are either not currently associated with an institution,
such as an account solely with the Internet Assisted Reviewer (IAR) authority role, or for accounts
that need to be associated with multiple institutions.

NOTE: Users with the AA or SO role may create an affiliation for their organization only.

Perform one or more of the following steps :

1. To view the profile, click the View Full Profile hyperlink.
a. Please refer to the Person Administration topic in the Person Search online help for
more information.

2. Edit the Email addresses, if necessary.
3. To add roles click the Add Roles button.
a. For more information, please refer to the Add Roles topic.

4. To affiliate an account with an agency or IC, click the Affiliate button.
a. For more information, please refer to the Affiliate Account topic.
5. To unaffiliate a PI, click the Unaffiliate button.

6. To deactivate an account, click the Deactivate button.
a. For more information, please refer to the Unaffiliate Account topic.

7. Perform one of the following options:
a. Click the Save button to save the changes.

b. Click the Cancel button to clear the fields.

When the Save button is clicked, the system displays the following message on the Account
Details screen: Account was updated successfully!.
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AMS

Manage Accounts  Manage IRG Clusters

Account Details @

@ SUCCESS

Account was updated successiully!

User Information

User Type Agency

User ID CASESUE

eRA User ID INT_CASES_306

Primary Organization CA - National Cancer Institute

Secondary Org. Text

Contact Information

MName Case, Sue

Email eraDEV@mail nih.gov

Roles @
Showing 1 -1 of total 1
Role{s) “ Organization(s) =
GM_MANAGER_ROLE CA - National Cancer Institute
Clusters
Showing 1 -1 of total 1
Filter:
Show 10 |v| perpage -
Name “~ Description % Chief?
CA CA Cluster No

| Back to Search D

Figure 77: Account Details Screen Displaying Successful Message

8. Perform one of the following options:
a. To return to the Search Accounts screen displaying the previous search results, click
the Go Back hyperlink.
b. To edit the account's information, click the Manage button.
To return to the Search Accounts screen to enter new search criteria, click the Back to
Search button.
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6.3.2 Manage Commons and External iEdison User Accounts

NOTE: Managing Commons user accounts is also applicable to external iEdison user accounts.

The following roles can manage accounts:

o Account Administrator (AA)
o Administrative Official (AO)
« Business Official (BO)

« Signing Official (SO)

o TTO Administrator

1. Perform one of the following steps to edit an account:
a. Click the appropriate Manage button in the Action column on the Search Accounts
screen.
b. Click the Manage button on the Account Details screen after an account have been
created or saved (edited).

When the Manage button is clicked via either option, the Manage Accounts screen is displayed.

Here is the Manage Account screen with an account not affiliated with an Organization or
Institution.
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AMS

Manage Accounts

Manage Account @

Mate: Any changes 1o the account are not saved until you hit the save button
- For exampie, i you affiiale someone, he'she i nol aciually amiiated unid you hil the save bunton

User Information
User Type

COMMmons |

User D

DaRsghtDudley

Primary Organization

San Diego Stale Liniversity

Contact Information

Last Name First Mame Middle Name
CioRight Dudley

Email Ceonfirm Email
eRATest@mail nih ooV eRATesimail nih, gov

Roles @

+ Affiiate |

‘m

Reset Password

Figure 78: Manage Account Screen Displaying a Non-affiliated User Account

Here is the Manage Account screen with a user account affiliated with an Organization or Institute.
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AMS

Manage Accounts  Change Password

Manage Account @

Note: Any changes 1o the account are not saved until you hit the save bution

- For exampie, if you amiiahe someone, Meshe is nol actually amiiated wund you hil the save burton

User Information
User Type

User ID

BONDJDOT

Frimary Organization

Uiniversity of California Los Angeles

Contact Information

Last Name First Name Middie Name
Bond James

Email Confirm Email
eraTest@mail nih.goy eraTestBmail nihgov

Roles

[+ Acd Rotes || @ unafiate |

Showing 1 -1 of total 1

Roles) “  Organization(s) % Action

AR University of California Los Angeles || x Remeve

Figure 79: Manage Account Screen Displaying an Affiliated Account

An affiliation can be created for accounts that are either not currently associated with an institution,
such as an account solely with the Internet Assisted Reviewer (IAR) authority role, or for accounts
that need to be associated with multiple institutions. Users with the AA or SO role may create an
affiliation for their organization only.

NOTE: Only accounts with IAR, PI, TRAINEE, POSTDOC or SPONSOR roles may have
multiple affiliations. If an account has any roles in addition to these, the affiliation cannot proceed.

NOTE: Fields grayed out cannot be edited.

Perform one or more of the following steps :
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1. Edit the Email addresses, if necessary.

2. To add or delete roles click the + Add Roles button.
a. For more information, please refer to the Add/Delete Roles topic.

3. To affiliate an account with an organization, click the Affiliate button, if displayed.
a. For more information, please refer to the Affiliate Account topic.

4. To unaffiliate an account, click the Unaffiliate button, if displayed.
a. For more information, please refer to the Unaffiliate Account topic.

5. Perform one of the following options:
a. Click the Save button to save the changes.

b. Click the Cancel button to clear the fields.

When the Save button is clicked, the system displays the following message on the Account
Details screen: Account was updated successfully!.

AMS

Manage Accounts

Account Details @

& SUCCESS

Aocount was updated successiullyl

User Information

User Type Commons

User ID DORIGHTDUDLEY

Primary Organization  University of California Los Angeles

Contact Information

MNarie Danght, Dudiey
Email eRATestEmall nih gov
Roles @
Showing 1 -1 of total 1
Role(s) “  Organization(s) H
o University of Califomnia Los Angeles

Figure 80: Account Details Screen Displaying Successful Message
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6. Perform one of the following options:
a. To return to the Search Accounts screen displaying the previous search results, click
the Go Back hyperlink.

b. To edit the account's information, click the Manage button.

c. To return to the Search Accounts screen to enter new search criteria, click the Back to
Search button.

6.3.3 Manage State Department User Accounts

1. Perform one of the following steps to edit an account:
a. Click the appropriate Manage button in the Action column on the Search Accounts
screen.

b. Click the Manage button on the Account Details screen after an account have been
created or saved (edited).

When the Manage button is clicked via either option, the Manage Accounts screen is displayed.
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AMS

Manage Accounts

Manage Account @

MNote: Ay Changes 10 the 3ccount are not saved until you hil the save bution ‘

- For exampie -‘.LDU affiiale someone, hedshe is nol actually arfiiiated il YOu Rl e Save Durton

User Information

User Type

User ID

RHOADESDUSTY

Primary Organization

s Depar

ent of State

Contact Information

Last Name First Mame Middle Name
Rhoades sty

Email Confirm Email
eRATest@mail nih. gov eRATest@mail nih gov

Roles @

Showing 1-1 of total 1
Role(s) “ Country % Action

FACTS_SDC_MGR_ROLE South Afmca [5( Remaove |

Figure 81: Manage Account Screen for State Department Users

NOTE: Fields grayed out cannot be edited.

Perform one or more of the following steps :

1. Edit the Email addresses, if necessary.

2. Click the + Add Countries button to add countries.
a. For more information, please refer to the Add/Delete Countries topic.

3. Click the Remove button to remove a country from the list in the Roles section.

Click the Reset Password button to reset the user's password.
a. Please refer the Reset Password topic for more information.
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5. Perform one of the following options:
a. Click the Save button to save the changes.

b. Click the Cancel button to return to the 4Account Details screen.

When the Save button is clicked, the Account Details screen displays with the following message:
Account was updated successfully!

AMS

Manage Accounts

Account Details @

& SUCCESS

ADcount was updated successiullyl

User Information

User Type State
User ID RHOADESDLUSTY
Primary Organization U.s. Department of State

Contact Information

Name Afcades, Dusty
Email eRATEsUE@maIl nih.gov
Roles @
Showing 1 -1 of total 1
Role(s) “ Country =
FACTS_SDC_MGR_ROLE South Africa

Figure 82: Account Details Screen for State Department Users

6. Perform one of the following options on the Account Details screen:
a. To return to the Search Accounts screen displaying the previous search results, click
the Go Back hyperlink.

b. To edit the account's information, click the Manage button.

c. To return to the Search Accounts screen to enter new search criteria, click the Back to
Search button.

6.4 Manage System Accounts

Modifying system accounts can be performed by Commons, Agency, and external iEdison users.
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NOTE: iEdison Agency/ ERL and State Department users cannot create or manage system
accounts.

For information on obtaining and registering a certificate from a Certificate Provider or Authority,
please refer to one of the following sections in the Web Services Certificate (S2S) Guide:

o Section 2.4.1 for Agency users
o Section 2.4.2 for iEdison users

¢ Section 2.4.3 for Commons users

Perform the following steps:

1. To manage a system account perform a search.
a. See the Search for System Accounts topic for more information.

2. Click the Manage button in the search results for the appropriate system account.

When the Manage button is clicked, the Manage Account screen displays.

NOTE: Fields grayed out cannot be edited.
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AMS

Manage Accounts Change Password

Manage Account @

Go Back

User Information
User Type

System

Primary Organization

Certificate Owner €&

NCI

Certificate Serial Number

PB:1:

7890

Last Name

Smart

Email

eraDevi@mail nih.gov

Roles

Role(s)

jc ancel

Certificate Information
Certificate Provider/Authority

Go Daddy Certificate Authority

Contact Information

+ Add Roles || % Remove A

Note: Any changes fo the account are not saved until you hit the save bution

K4

University of California Los Angeles

First Name

Get

Cenfirm Email

eraDevi@mail nih.gov

APPLICANT_RETRIEVAL_DATA_SERV

= For example, if you affiiate someone, hedshe is not actually afiliated unti you hit the save bution.

Middle Mame

Showing 1 -1 of total 1
Organization(s) & Action

University of California Los Angeles _’x Remove |

Figure 83: Manage Account Screen for Commons Management Staff
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AMS  ICADmIn

Manage Accounts. Mainiain Profiles

Manage Account @

@ Go Back

Note: Any changes to the account are not saved until you hit the save bution

- For exampie, if you afiiahe someone, Meshe is mol actually amiiated und you hif the save burton

User Information
User Type

sher e
Frimary Organization

CA - National Cancer Institute

Certificate Information
Cartificate Owner O

MIH - NCI

Certificate Provider/Authority

 Cemifcate AUthority Bl

Certificate Serial Number

JB12:34:56:78:90

Contact Information

Last Name First Mame Middle Hame
Smoe Jirmi
Email Confirm Email
erabDey E:"'H: nin.gov eralevidmail nih.gov
Roles
[# Aca Roes | [ % Remove aa]
Role(s) “ ODrganization(s) %
IC_DOCSERVICE_GETDOC_SERV ALL

Showing 1 - 1 of total 1

Action

o Remove

Figure 84: Manage Account Screen for Agency Management Staff

3. Edit any non-gray fields.

4. To add roles, click the + Add Roles button.
a. See the Add Roles topic for more information.

b. See the System Roles topic for information on the different system roles.

5. To remove a role, click the appropriate X Remove button.
6. To remove all roles, click the X Remove All button.
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7. For internal (Agency) users ONLY click the Deactivate button to deactivate an account.

a. See the Deactivate Account topic for more information.

8. Perform one of the following options:

a. Click the Save button to save the changes.
b. Click the Cancel button to cancel the changes.

When the Cancel button is clicked, the Account Details screen is displayed.

When the Save button is clicked, the Account Details screen displays with the following message:

Account created successfully.

AMS

Manage Accounts.  Change Password

Account Details @

@ SUCCESS

ACCOUNt was updated successiuiyl

G Go Back

Mote: Validate Certificate button will validate
1. If certificate authority ks supported by NIH
2. If the uploaded certificate details maich the certificate details entered

User Information

User Type System
User ID SYS_SMARTG_439
Primary Organization University of California Los Angedes

Certificate Information

Cartificats Owner NCI

Cartificate Go Daddy Certificate Authority
Provider/ Authority

Certificate Serial PB12:34:56.:78:90

Number

Contact Information

Nama Sman, Get
Email eraDev@mail nih.gov
Roles

Role(s)

APPLICANT_RETRIEVAL_DATA_SERV

Back to Search

Vahdate Certificate

Showing 1 -1 of total 1

“~  Organization(s) &

University of California Los Angeles
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Figure 85: Account Details Screen for Commons Management Staff

AMS | ICAOMIN

Manage Accounts Maintain Profiles

Account Details @

& SUCCESS

Account was updated successiultyl

MNote: Validate Cerificate button will validate
1. I cerificate authority ks supported by NIH
2. If the uploaded certificate details maich the cerfificate details entered

User Information

User Type System
Uszer ID SYS_SMOEJ_851
Frimary Organization Mational Cancer Institute

Certificate Information

Certificate Owner NIH - NCI

Certificate Go Daddy Certificate Authority
Provider/ Authority

Certificate Serial JB:12:34:56:T8:90
Number

Contact Information

Name Smoe, Jim
Email eraDev@mail nih.gov
Roles
Showing 1 -1 of total 1
Role(s) ~ Organization(s) %
IC_DOCSERVICE_GETDOC_SERW ALL

Figure 86: Account Details Screen for Agency Management Staff

9. Perform one of the following options on the Account Details screen:
a. Ifthe certificate needs to be validated, click the Validate Certificate button.
1. See the Validate Certificate topic for more information.

b. To return to the Manage Accounts screen, click the Manage button or the Go Back
hyperlink.

c. To return to the Search Accounts screen to enter new search criteria, click the Back to
Search button.
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6.5 Affiliate Account

Commons Users

1. To affiliate an account with an organization, click the Affiliate button in the Roles section on

the Manage Account screen.

When the Affiliate button is clicked, the Add Roles screen displays.

NOTE: The list of roles is dependent on the logged in user's role.

AMS | Add Roles

Organization

University of Califomia Los Angeles

Gﬂlets} (to muiti-select, please use civl or shift Jreysj)

AA - ACCounts Administralor

AD - Administrative Official

ASST - Pl Assistant

B0 - Business OMcial

FCOI - External FCOl Officer

FCOI_ASST - Financial Conflict of Interest (FCOI) External Assistant role
FCOI_VIEW - Financial Conflict of Interest (FCOI) External View role
FSR - Financial Reporting users

GRADUATE_STUDENT - Graduate Stedent

PACR - Public Access Compliance Role

Add HDEI:S

Figure 87: Add Roles Screen

1. Highlight the appropriate role(s).
2. Click the Add Role(s) button.

When the Add Role(s) button is clicked, the role is added and the Unaffiliate button is displayed

in the Roles section on the Manage Account screen.

Roles

+ Acd Roles || Unafiase |

Role{s)

Showing 1 =1 of total 1

“  Organization|s) %+ Action
Ad University of California Los Angeles. | x Remave
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Figure 88: Roles Section on the Manage Account Screen
Agency Users

When a role is added for an agency or IC user at account creation time, the account is considered
affiliated with that agency or IC. For information on adding roles, please refer to the Add Roles
topic.

6.6 Unaffiliate Account
6.6.1 Commons Users and Agency Users

1. To unaffiliate an account, click the Unaffiliate button in the Roles section on the Manage
Account screen.

When the Unaffiliate button is clicked, an Account Unaffiliation pop-up screen displays.

AMS | Account Unaffiliation

You are about to un-affiliate this account from your organization, which is the last

organizaticn this individual is affiliated with. Do you want to procesd?
@

Figure 89: Account Unaffiliation Screen

2. Perform one of the following options:
a. Click the No button to cancel the unaffiliation.

b. Click the Yes button to unaffiliate the account.

When the Yes button is clicked, the all roles assigned to the account are removed and the Affiliate
button appears in the Role section on the Manage Account screen.

Roles

Figure 90: Affiliate Button in Roles Section on Manage Account Screen

6.7 Deactivate Account

NOTE: The Deactivate Account feature is for Agency Management Staff only.
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When the Deactivate button is clicked on the Manage Account screen, the Deactivate Account
screen displays.

AMS | Deactivate Account

You are requesting to deactivate this account. You must specify comments which will be
communicated to the owner of the account describing your actions.

Comments

)

Figure 91: Deactivate Account Screen

1. Enter a required comment.

NOTE: The Deactivate button is grayed out until a comment is entered.

2. Perform one of the following options:
a. Click the Deactivate button to deactivate the account.

b. Click the Close button to close the screen.

When the Deactivate button is clicked, the system removes the mapping between the NIH/A gency
User ID and the eRA User ID and removes all assigned roles. The account information does not
display when performing a search.

6.8 Reset Password

NOTE: The Reset Password functionality is for Commons Management Staff, State
Department Staff, and external iEdison users only.

1. To reset a user's account password, click the Reset Password button located in the lower
right side on the Manage Accounts screen.

When the Reset Password button is clicked, the pop-up Resent Password screen displays and an
eMail Notification is sent to the appropriate user.
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AMS | Reset Password

Password for this account has been reset successfullyl. An email with temporary password
was sent to the account holder.

Close

Figure 92: Reset Password Screen

2. Click the Close button to close the screen.
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7 Change Password

NOTE: The Change Password functionality is for Commons Management Staff and external
iEdison users only.

1. Perform one of the following options:
a. For external iEdison users, click the Change Your Password hyperlink on the Main
Menu screen.

b. For Commons users, click the Change Password tab.

Modify Your iEdison Account Information

il Change Your Password ¥
. ange Your User Preferences

Figure 93: iEdison Main Menu Screen Displaying Change Your Password Hyperlink

ent of Health & Human Services ) www.hhs.gov

Wielcome: Lana Song
OFR ) D SHORTSMM
) A Commons NlH Q-),- nsttution; UNNERSITY OF CALIFORMIA LOS ANGELES
A program of the National Institutes of Health Roles: 50

Lt | Contaci Vs | Helo

Home ETLIEN Institution Profile  Personal Profile  Statws  RPPR xTraim  xTRACT  Admin Supp  @RA Partners

Accounts  Delegations

Account Managemeni  Advanced Search  Change Password

Account Administration

The Accound Admimisiration sub-menu allows users bo perform accounts mainbenance acconding io their privileges. Sub-menus are vizible o ihose users with appropriate privibeges

Figure 94: Commons Menu Tabs Displaying the Change Password Tab

For iEdison users, when the Change Y our Password hyperlink is clicked, a pop-up screen
displays.

Message from webpage

'“-.I This link will take you to the eRA Account Management System to n
¥ manage accounts,

| ok || Cancl

Figure 95: Accessing AMS Pop-up Screen
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When the OK button is clicked on the pop-up screen or the Change Password tab is clicked, the

Change Password screen displays in a separate browser window.

AMS

Manage Accounts

Change Password @

© INFORMATION!
« Al least eight (8) non-blank characters in length
- First and last characters cannot be numbers

= Cannot contain usemans
= Cannot be reused within one (1) year

« Mus! Contain a mixiure of letiers, numbers and Special characlers, " ~ @ #S% "~ ()-_=+[1{}[V' ;" <>,

2

Current Password:
New Password:

Confirm New Password:

Figure 96: Change Password Screen

2. Enter your Current Password.
. Enter a New Password.

3
4. Type your new password a second time in the Confirm New Password field.
5

. Perform one of the following options:
a. Click the Save button to save the changes.

b. Click the Clear button to clear the fields.

Use your new password the next time that you log into Commons or iEdison.
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8 IRG Clusters

The AMS module provides the ability to manage and create IRG (Integrated Review Group)
clusters, committees and SEPs for a given IC.

The User Administration (UADM) module can also be accessed to manage IRG clusters, but that
is the only functionality in UADM.

NOTE: This feature is only accessible for the IRG CLUSTER SECURITY ROLE. Any of the
three roles, UADM QUERY ROLE, UADM USER ROLE, UADM ADMIN ROLE must exist
m addition to IRG CLUSTER SECURITY ROLE on the user account to maintain IRG clusters.

Please refer to one of the topic below for more information:

o Manage IRG Clusters
e Create IRG Clusters

o Create New Super Clusters

8.1 Manage IRG Clusters

1. Click the Manage IRG Clusters tab to access the Manage IRG Clusters screen.

AMS

Manage Accounts {Manage IRG Clusters }

Search Accounts @

Figure 97: AMS Tabs Displaying the Manage IRG Clusters Tab

The Manage IRG Clusters screen displays. The user’s Institute name is shown on the top of the
screen. If there are multiple assigned IC mapped accounts, then all ICs are displayed in the drop
down list.
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Manage IRG Clusters

Gslil"w [CA-NATIONAL CANCER INSTITUTE | [ Gat Clusters )

Clusters:

3 items found, displaying all items

1
[ Create New Cluster |
s [ Create Now Super Cluster |

Custer Description

CACluster
Committees
SEPs

Figure 98: Manage IRG Clusters Screen

2. To obtain all clusters for an IC, select the IC from the pull down menu.
a. Click on the Get Clusters button.

The system displays all the existing clusters for the selected IC in ascending order based on the
cluster code. See the above screen print.

3. To delete an IRG Cluster Component, select the appropriate check box and click the Delete
button.

When the Delete button is clicked, the system displays the following prompt message : Are you
sure you want to delete the selected cluster(s)? All cluster components will be deleted as well.

Message from webpage —" ﬁ

I.-*"'_"“-.I Are you sure you want to delete the selected cluster(s)? All cluster
Y components will be deleted as well.

( ok || cance|_D

Figure 99: Delete Cluster Pop-up Message Screen

If the system determines that the IRG Cluster being deleted is assigned to one or more accounts,
then the following pop-up prompt message appears: Selected cluster(s) are assigned to existing
accounts. All cluster components and their association will be removed for all accounts. Are you
sure you want to delete the selected cluster(s)?
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Message from webpage || s

j ) Selected cluster(s) are assigned to existing accounts, All cluster
' components and their association will be removed for all accounts. Are
you sure you want to delete the selected cluster(s)?

N

| ok || Ccancel

Figure 100: Delete Cluster Pop-up Message Screen for Existing Accounts

4. To maintain an IRG Cluster, click the appropriate Manage Clusters Components
hyperlink. See the above Manage IRG Clusters screen print.

The system displays the Manage Cluster Components screen with the appropriate information
associated to the cluster and its components. The All Committees and SEPs are sorted in
alphabetical order.

For more information on this screen, please refer to the Manage Cluster Components topic.

Manage IRG Clusters

Manage Cluster Components

* indlicates required flelds [ Croate Hew |
IC [Ga Cluster Code: [cp | Cluster Description:* [SEpy,
Super Cluster(s)
Al IC Comamitians:
IRG/SRG Flex
acoe Components:
. ~ SRG Flax SRA Flex  SEP Dafer
e zca1 SRAE 3 N
Be 2CA1 SRRB 5
i 1 | zcas SRAB :
BaRA 0 | zea SRRE T
— 7 | zea SRRE  C
[ cazs 0 | zea sRAB
[ 2 0 | zea SRAB K
G - [ | zcar SRR L
b il 0 | zeat SRR i
0 | zea SRRE T
SEPS: 1 | 2c41 SRR X
3RADon o | zeas SRAB Y
Yy cwo :
(_\ - A 0 | zea SRE 0
= - ]
U 0 | zear RTRE z
GRE 1 ; v
[ 4 2ca1 RTRE R
GRE 2 -
GRB 3
GRB 4 | Dedate |
GRE 7 "
GRB 8
GRB a
A W
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Figure 101: Manage Cluster Components Screen

5. To create a new cluster or super cluster, click the Create New Cluster or Create New
Super Cluster button.
a. For more information, please refer to the Create IRG Clusters or Create New

Super Cluster topic.

8.2 Create IRG Clusters

The Account Management System (AMS) provides the ability to create IRG clusters by assigning
committees and SEPs for a given IC. This feature is only accessible for the IRG CLUSTER
SECURITY ROLE.

The following business rules apply:

The system always provides the latest list of [C CMTES and SEPs.
The Cluster Code and the Cluster Description cannot be blank.

At least one component must exist for a cluster.

The SEP Defer must be selected for one component.

A

Required fields are asterisked. The required fields are: Cluster Code, Cluster Description,
and Components.

There are two different ways to access a blank Manage Cluster Components screen to create an
IRG cluster.

1. For the first way, select the Create New Cluster button from the Manage IRG Clusters
screen.

Manage IRG Clusters

Institute: | CANATIOMAL CANCER ISTITUTE

Clusters:

3 fems found, displaying 3l Rems.

1
Select Cluster Code  Chuster Description Action Craate Now Cluster
cA CAChuster Manage Clusler Compengnts

CA Commitleas Mlanag g6 Clisler Componants Create New Super Cluster

CA SEPs Manago Clusler Componants

Manage Clusler Lompongnts

Dalata

Figure 102: Manage IRG Clusters Screen Displaying the Create New Cluster Button
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2. The second way is to click on the appropriate Manage Components hyperlink under the

Action column on the Manage IRG Clusters screen.

NOTE: This hyperlink should be used when editing existing cluster components.

[iaanage 176 Custers |
Manage IRG Clusters

Insttute: [ A NATIONAL CANCER INSTITUTE

Clusters:
3 ikems found. displayang all items.
i

Select Cluster Code Clusier Description Créate Néw Cluster

CA CA Clusher
] CA Commifiees Croate New Super Cluster
Ch SEPS Manage Clyster Componants
Deolete

Figure 103: Manage IRG Clusters Screen Displaying Manage Cluster Components Hyperlinks

The system displays the appropriate Manage Cluster Components screen completed with the

existing cluster and its components information.

3. Click the Create New button.
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Manage RG Clusters

Manage Cluster Components
* nicates roquired Boics
ICr[ca Cluster Cote: [ Chuster Description: * [gEp
Super Chuster(s)
AN IC Committesas:
IRGISRG Flex
ace aad > | Components
~ ! SRG Flex  SRA Flex  SEPDefer
e zcAl SRRE 1 @
ap Audd as SEP > T e g L
BaA zCA1 SRRE 5
B zca1 SRRE 7
gsA8 2041 SRRE ¢
cues zcA1 SRRE E
Cal 2041 SRAB K
il zcA1 SRRE L
W
o zca1 SRAB u
ZCA1 SRRE T
SER — — 0 zem SRRE X
s
. R
CLD Add > ZeM = I
~ ! ZcAl SRC
FAR 1
y 2cA1 RTRE z
GRE 1 SRC 99 > J )
O zZem RTRB [
GRE 2
=] 3
GRe 4 Detete
GRE T - .
GRE g
GRE 5
GRE O
Save | Reset

Figure 104: Manage Clusters Component Screen

For either way, the system displays a blank Manage Cluster Components screen. The system
always provides the latest list of IC Committees (CMTES) and SEPs sorted alphabetically.

For more information on this screen, please refer to the Manage Cluster Components topic.
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[anage 6 Clusters ]

Super Cluster(s)

AR IC Committoes:
IRG/SRG

ACDC
AZAP
BP
B3A
B3AA
B3AB
CACS
CAl
Gl

CAN

SRA Des

S

GRB
GREB
GRE
GRB
GRE
GRB
GREB
GRB

Manage Cluster Components

* ingicates required Selds

Flex

L= LA W Clustes Codie Chister Deschipion: *

Add > Components:
-~ SRG.

Audd as SEP >

Addd >

SRC 99 =

Flex  SRA

Flex  SEP Datar

Create New |

['Sa\-u Clear I

Figure 105: Manage Clusters Component Screen

8.3 Create New Super Cluster

Super Cluster allow Internet Assisted Review (IAR) and Peer Review )REV) users to access most
of the meetings as long as the meeting's cluster is within the Super Cluster.

When the Create New Super Cluster button is clicked on the Manage IRG Clusters screen, the
Manage Super Cluster screen displays.

NOTE: Required fields are noted by a red asterisk.

IRG Clusters
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Manage Super Cluster

* indicates required fiedds Croate New |

G Ch ~| SuperChuster Code: Sper Cluster Description: * )

Al Cligbirs:

Code Description Selectod Clastors:

CA CA Cluster lodd > Code Description
1 |ea Commitlaes .

ca SEPS

Figure 106: Manage Super Cluster Screen

1. Complete the appropriate information.

2. Perform one of the following options:
a. Click the Save button to save the changes.
b. Click the Clear button to clear out the data.

When the Save button is clicked, the system displays the following message: Super Cluster has
been successfully created.
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Manage RG Clusters

Manage Super Cluster
C._ Suger Clustid has béen Successhully uen:pa_>
* ingicates required Selds | Create New |
Ko [Ea Super Cluster Code: (307 | Super Chuster Description: * (5,04
AN Chusters:

Code Descriptioa Selected Clusiers:

CA CAClusier [Add > Code Description

CA Committess CA Commithees

] CA SEPs CA SEPs
CA CA Cluster
| Datete
| Save || Reset |

Figure 107: Manage Super Cluster Screen Displaying Successful Message

When the Clear button is clicked a warning pop-up message appears. The warning message is:

Are you sure you want to leave this page? You have unsaved changes.

Windows Internet Explorer

=

Message from webpage:

You have unsaved changes

% Leave this page

< Stay on this page

L I

Figure 108: Warning Pop-up Message Screen

) Are you sure you want to leave this page?
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3. Perform one of the following options:

a. Click the Leave this Page button to cancel the changes.
b. Click the Stay on this Page button to continue editing.

4. To create another Super Cluster, click the Create New button and repeat the steps above.

8.4 Manage Cluster Components

1. To add an IC Committee to the Components, select the appropriate check box and click the

Add button .

AllC Committees:
IRGISRG

ACDC
ASAP
BP
BSA
BIAA
BSAB
CACS

Flex
IAI:II:I:=~ l
P

CAl

~

CAK
CAM

DD@DDDDDDD

b4

Add as SEP =

Figure 109: All IC Committees Section on Manage Cluster Components Screen

2. To add an IC Committee as a SEP, select the appropriate check box and click the Add as

SEP button .
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IRG/ISRG
ACDC
ASAP

0o

ﬁ
m
¥
1=

BSAA
BSARB
CACS
CAl
CAK
CAN

N I O I

AllC Committees:

Flex

Add =

-

@d as SEP =

e

iy

Figure 110: All IC Committees Section on Manage Cluster Components Screen

The system adds the IC Committee and/or the SEP IC Committee to the Components list.
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Components:
SRG Flex SRA Flex SEP Defer

[] ZCA1 SRLB 1 e
[] ZCA1 RTRB H O
[] ZCA1 SRRB ‘IS
[] ZCA1 SRRB u o
[] ZCA1 RPRB L O
[] ZCA1 RPRB w0
[] ZCA1 RPRB MO
[] ZCA1 RTRB L O
[] ZCA1 RPRB T 0O
[] ZCA1 RPRB 5 O
[] ZCA1 RTRB E O
[] ZCA1 RTRB 2 O
[] ZCA1 SRLB J O
[] cA ®)
[] ZCA1 BSA O
Delete

Figure 111: Components Section on Manage Cluster Components Screen

3. To add a SEP, select the appropriate check box and click the Add button.

IRG Clusters
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SEPS:

SRA Des Flex
CMO

FAR
GRB
GRB
GRB
GRB
GRB
GRB
GRB
GRB

SREC 99 =

N T T - - T R Y S TR . IO Y

b

Dodgoodood

Figure 112: SEPS Section on Manage Cluster Components Screen

4. To add a SRC 99 to the Components, select the appropriate check box and click the SRC
99 button.

NOTE: Only one SRC 99 component can be created for a component.

SEPS:
SRA Des Flex
CMO Add =

FAR
GRB
GRB
GRB
GRB
GRB
GRB
GRB
GRB

SEC 99 =

i

b

}mmﬂ.p-r_uru\-_-.)_-.

000000 0Eg O

Figure 113: SEPS Section on Manage Cluster Components Screen

5. To indicate a component at SEP Defer, select the appropriate component’s radio button. See
the Components screen print.

The system adds the SEP and/or the SRC 99 to the Components list.
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Components:
5RG Flex SRA Flex SEP Defer
[] ZCAl RTRE H O
[] ZCA1 SRRB s O 8
] ZCAl SRRB u o
[] ZCA1 RPRB L O
] ZCA1 RPRB w0
[] ZCA1 RPRB MO
] ZCA1 RTRB L O
[] ZCA1 RPRB T 0
] ZCA1 RPRB 5 O
[] ZCA1 RTRE E O
] ZCA1 RTRB 2 O
[] ZCA1 SRLB J 0O
[] CcA ®)
[] ZCA1 BSA O
@_ ZCA1 CMO O j e
Delete

Figure 114: Components Section on Manage Cluster Components Screen

6. To delete an IRG Cluster Component, select the appropriate component’s check box and
click on the Delete button.
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Components:
SRG Flex SRA Flex SEP Defer

[] ZCAT RTRB H O

[] ZCA1 SRRE NS ~
[] ZCAT SRRE u O

[] ZCA1 RPRE L O

[] ZCAT RPRE W 0

[] ZCA1 RPRE M O

[] ZCAT RTRB L O

[] ZCA1 RPRE 7 0O

[] ZCAT RPRE 5 0O

[] ZCA1 RTRB E O

[] ZCA1 RTRB 2 0O

ZCAf SRLB I 0 )
" | O

[] ZCA1 BSA O

] ZCA1 CMO O v
[ | Delete |)

Figure 115: Components Section on Manage Cluster Components Screen
7. To save the changes, click the Save button.

The system displays the following message: Cluster has been successfully updated.

Manage IRG Clusters

Manage Cluster Components

¢ Cluster has been successfully updated

Figure 116: Manage Cluster Components Screen with Successfully Saved Message
8. To reset the changes made before saving, click the Reset button.

A warning pop-up message appears. The warning message is: Are you sure you want to leave this
page? You have unsaved changes.
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Windows Internet Explorer

..\'] Are you sure you want to leave this page?

Message from webpage:

You have unsaved changes

< Leave this page

< Stay on this page

E —

Figure 117: Warning Pop-up Message Screen

9. Perform one of the following options:

1. Click the Leave this Page button to cancel the changes.
2. Click the Stay on this Page button to continue editing.
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9 User Reports

There is the ability in AMS to run reports. There is a new tab in AMS labeled AMS User
Reports. When the AMS User Reports tab is clicked, the A/l Users Report screen displays. The
following reports are available:

o All Users Report (default screen)
o Deactivated Users Report

NOTE: The Deactivated Users Report functionality is not available for external users.

Here is the A/l Users Report screen for Commons, external iEdison, and State Department users.

Manage ACCOunts  AMS User Reports

All Users Report

@ Search Criteria

User Type

“ommons w

Organization{s)

of Calitormila Los Angeles

Roles &

Figure 118: All Users Report Screen for External Users

Here is the A/l Users Report screen for Agency and iEdison Agency/ERL users.

NOTE: The Organization(s) field defaults to the IC the logged in user has roles with. If the
logged in user has multiple ICs, the Organization(s) field displays a drop-down menu.
For the eRA Service Desk users, the Organization(s) field also has an ALL option.
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AMS | ICAOMIN  Grants Management RCDC ARA FOOI CIMS (1688)

Manage Accounts Manage IRG Clusters  Maintain Profiles  AMS User Repons

All Users Report

Deaclivated Users

Repor @ Search Criteria

User Type

Organization(s)
CA - National Cancer Institute

Business Area Roles &

A »

-

Figure 119: All Users Report Screen for Internal Users

9.1 All Users Report

1. To run the report select or enter the appropriate search criteria.

2. Perform one of the following options:
a. Click the Search button to run the report.

b. Click the Clear button to clear the search criteria.

When the Search button is clicked, the Search Results are displayed. The default sort is by User
ID in ascending order.

Here is the A/l Users Report screen for Commons, external iEdison, and State Department users.

AMS

Manage ACcounts  AMS Uiser Reports

Al Users Report

@ Search Criteria

Search Results

Showing 1 - 10 of total 3,982

Show| 19 B4 Joerose - ’ ’ 0 v i

l Show | Hide coumns | & Expon = lj
Account Creation
User ID *  Name + Date = Roles & Affiliations >
LIGHTE Light, Bud 2012-06-08 Pl
- Institute of Meurclogy & Neurcpsychology
Read Mone
LONDOM] London, Jack 2005-08-23 =]}

- University of Califomia Los Angeles

Figure 120: All Users Report Screen Displaying the Search Results for External Users
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Here is the All Users Report screen for Agency and iEdison Agency/ERL users. .

xKTrain  AMS &TA OVR ICASMIn Grants Management TP Pay Plan FOA IMS eRA Search ARA ACR CMTMGMT REV PGM FCOI Grants Closeout 100 FACTS

Manage Accounts  Maintain Profiles | AMS User Repors

All Users Report

Deactivated Users

Report & Search Criteria

Search Results

Showing 1 - 10 of total 20

Firter:
Show | 10 [w] perpage - 2 =

Show  Hide columns | &E?\D{"I‘. v l
Business Account Roles &
User ID “ Name = Primary Org * Area = Creation Date = Affiliations H
BEACHS Beach, Sandy SM - Center for Mental Health Services 2015-09-02
BONDJ Bond, James 00 - Ofce of the Director, National 2016-04-13

Institules of Health

Figure 121: All Users Report Screen Displaying the Search Results for Internal Users

9.2 Deactivated Users Report

NOTE: The Deactivated Users Report functionality is not available for external users.

1. To run the report, click the Deactivated Users Report hyperlink in the left side menu.

NOTE: The User Type field defaults to Agency and the Organization(s) field defaults to the IC
the logged in user has roles with. If the logged in user has multiple ICs, the Organization(s) field
displays a drop-down menu.

For the eRA Service Desk users, the Organization(s) field also has an ALL option.

AMS  ICAOMIn Granis Management RCDC ARA FCOI CIMS (1688)

Manage Accounts  Manage IRG Clusters  Maintain Profiles  AMS User Reports

A Deactivated Users Report

Deactivated Users
Report @ Search Criteria

User Type

Crganizatien(s)

CA - National Cancer Instifute

Account Deactivation Start Date Account Deactivation End Date

i3
i3

Figure 122: Deactivated Users Report Screen
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2. Enter or use the calendar icon to set the start and end dates.
3. Click the Search button to execute the report.

When the Search button is clicked, the system displays all deactivated user accounts for the
appropriate organization(s) and the dates entered. The default sort is by User ID in ascending
order.

AS | ICAOmIn - Granis Management RCDC ARA FCOI CIMS (1688)

Manage Accounts Manage IRG Clusters  Maintain Profiles  AMS User Reports

Al Users Repord

Deactivated Users Report

Deactivated Users .
Repon © Search Criteria

Search Results

Showing 1 - 10 of total 138

[ TN DO ]

| Show | Hide columns | & Export =

Account

Secondary Deactivation Deactivated
User ID * Name = Primary Org + Org + Date = By + Comments -
RHOADESD Rhoades, Dusty CA - National Cancer Institute 2016-03-01 IMPACIIE This is an old
account
TEMPLES Temple, Shirley CA - National Cancer Institute DCB 2016-03-01 IMPACIIE This is an old

account

Figure 123: Deactivated Users Report Screen Displaying the Search Results
If no dates are entered or selected, the following error messages display:

o Missing Required Information: Deactivation Start Date

o Missing Required Information: Deactivation Start Date

If a future date is selected for the end date, the following error message displays: Invalid Date:
Date should be between 01/01/1900 and today's date.

9.3 Features of Both Reports

1. To filter the hit list results, type some text in the Filter field such as a last name.

2. To sort the hit list results, click the up (descending order) or down (ascending order) arrows
in the appropriate column heading.

3. To adjust the number of records displayed, select the appropriate amount from the Show per
page field's drop-down menu.

4. To navigate the hit list pages, select the appropriate Page Number, the left double arrows to
return the first page, or the right double arrows to go to the end of the list

5. To show or hide columns in the hit list, click the Show/Hide Columns button.

When the Show/Hide Columns button is clicked, a drop-down menu displays .
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NOTE: The list of column names varies depending on whether the logged in user is an external or
internal user.

Show / Hide columns | & Exg

User ID

Name

Primary Org
Secondary Org

Account Deactivation Date

Deactivated By

Comments

Figure 124: Show/Hide Columns Drop-down Menu
6. Select the appropriate column or columns to show/hide.

The system immediately removes or adds the column into the hit list. When a column is selected
with a blue background, the blue background changes to white which means that the column is
removed from the hit list and vice-versa.

7. To export the hit list, click the Export button.

When the Export button is clicked, a drop-down menu displays .

& Export =

&1 Copy
[ Excel
ECcsv
FDF
&= Print

Figure 125: Export Column Drop-down Menu
8. Select the appropriate option (Copy, Excel, CSV, PDF, and Print).

If the Print option is selected, the appropriate report displays along with a Print dialog box.
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NOTE: The list of column names varies depending on whether the logged in user is an external or
internal user.

AMS Reports - Deactivated Users
Account
Primary Deactivation Deactivated
User D Name Org Secondary Org Date By
POTTERH Potter, Harry CA - Mational 2016-03-01 IMPACIIS
Cancer
nstitute
SNAPEP Snape, Professor CA. - National 2016-05-02 IMPACIS
Cancer
nstitute

Figure 126: AMS Reports - Deactivated Users Reports Screen for Print Option
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10 eMail Notifications

There is an automated nightly job that checks the date an internal NIH user last accessed an eRA
module. The following processing applies:

1. Ifthe user has not been logged into an eRA module for 120 days, then the account status is
set to Inactive.

2. If the user account was created more than 120 days before and the user has never logged in,
then that user account's status is set to /nactive.

The following Notifications are sent to notify the appropriate user:

« Reminder Notice — sent 28 days, 14 days, and every day for the 10 days prior to deactivation

¢ Notice of Deactivation — when the user account is deactivated
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11 Logging Out of Account Management System (AMS)

To log out of the Account Management System (AMS), click the Logout button at the top right
corner of the any main Manage Accounts screens.

& Userinfo~ @ Help % ContactUs = Lngch

Figure 127: Logout Button
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12 Error Messages

12.1 Search Account Error Messages

No records are found

No results match the provided search criteria. Here
are several error resolution suggestions. Try to
broaden your search by adding more search
parameters. Create an account.

Search results exceed 500 records

Maximum number of 500 results exceeded. Please
try to limit your search by adding more search
parameters.

Data is not entered in one additional field
besides User Type

You must enter at least one search field, in addition
to User Type.

Only one character is provided in the Last
Name field

Last name should be 2 or more characters long.

Less than 3 characters are entered in the
User ID field

User ID, should be 3 or more characters long.

Table 2: Search Account Error Messages

12.2 Validate Certificate Errors

The browser call did not go through to the
certificate provider

The appropriate browser error is displayed.

The browser call does go through to the
certificate provider, but the mapping does
not exist.

Validation is successful but certificate mapping
does not exist for the user.

The browser call does go through to the
certificate provider, but the mapping is
incorrect.

Validation is successful but the certificate mapping
does not match the user entered details.

Table 3: Validate Certificate Screen Errors

Error Messages
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12.3 Create Account Errors

You do not have sufficient privileges to grant
(FACTS_SDC MGR_ROLE) to this organization
(United States).

An attempt to create a FACTS account
without the appropriate privileges.

Table 4: Create Account Errors
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